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(54) Contents delivery method, and server, terminal and computer program therefor 



(57) The present invention provides a contents de- 
livery method and a server, terminal and computer pro- 
grann to be used forthe contents delivery method, which 
are capable of achieving re-delivery of contents and oth- 
ers efficiently and strictly. In a contents delivery method 
of delivering contents from a server (1 0) through a net- 
work (30) to a terminal (40), when receiving the delivery 
of the contents, the terminal retains an electronic receipt 
(71) Including at least its own identifier, an identifiof of 



the contents purchased, an identifier of the temiinal or 
a user and information on purchase date/time, issued 
by the server. The terminal transmits the electronic re- 
ceipt to the server when making a request for the re- 
delivery of the contents. This method can enhance the 
efficiency of the delivery processing or re-delivery 
processing of contents, and enables high-security and 
high-reliability contents delivery or re-delivery through 
simple operations of the terminal. 
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Pescrtf3tton 
TECHNICAL FIELD 

[0001] The present invention relates to a delivery 
rnethad of delivering, through a network, contents such 
as rnii;5io, pictur and game a user has made purchases 
of; and furthejr r&laies to a server, te nmlnal and computer 
program tc3 be used for tho deliv^^ry r?iethod. 

Ri^LATED ART 

[0002] In the recent years, the widespread use of the 
internet has caused business nnodes or models to ap- 
pear for dealing in, through the internet or the like, con- 
tents such as video file, audio file and software, with 
these business modes being prone to further increase 
in future. 

[0003] In this case, the duplicate of the delivered con- 
tents on the client side Is prohibited for the purpose of 
the protection of the copyright on the contents. However, 
in a case in which the data on the contents delivered 
includes an error or if a user destroys the data inadvert- 
ently, it is a general operation to re-deliver the contents 
free of charge. 

[0004] The decision on the acceptability of the request 
for this re-delivery depends on the management of the 
trade history on the server side, 
[0005] Japanese Patent Lald-Open No. HEI 
1 1 -224288 discloses a system in whieh, prior to sales of 
contents, a written consent on use conditions, which de- 
scribes contents specifying information, contents re-de- 
livery conditions and others, is exchanged with a user 
and the use conditions are managed in the fonn of a list 
on the server side. When making a request for the re- 
delivery of the contents^ the user gains access to a serv- 
erfor displaying the use condition list on a client terminal 
and selecting the use condition on the relevant contents 
to transmit it to the server. The server Implements the 
re-delivery of the contents when the re-delivery request 
satisfies the use condition, 

[0006] in addition, Japanese Patent Laid-Open No. 
HEI 6-251146 discloses an arrangement in which, when 
a vending machine, dealing in electronic information 
such as character, voice and picture as commodities, 
outputs the electronic information to a recording medi- 
um belonging to the user who made a purchase of the 
electronic infonnatlon, a receipt corresponding to this 
electronic infonnation is printed out so that, even In a 
case in which a loss occurs on the electronic information 
forming a formless due to an unexpected cause, the re- 
ceipt can testify to the fact of the purchase and sale. 
[0007] However, the conventional method of manag- 
ing the use condition list on the server side requires a 
complicated procedure for realizing the purchase of the 
contents or the re-delivery of the contents; therefore, 
there arises a problem of increasing the traffic volume 
between the server and the clients 



[Q00@| Moreover, the- conven-ionai n-iethod of prir-ting 
out a receipt at the purchas5e of -he «5j-:5Cl:ronic informa- 

tion is not suitable for use in a mode in vwhioh consents 
are downloaded direclly from the server to the user'si 
5 terminal. Add to it thai a design to auterrtisticaiiy miike 
a decision on the right of the re-deiivery of the contents 
on the basis of the receipt printed out does not reach 
the systematization yet. 

[0009] Still moreover, under the current progressing 
10 worksubdivlsior^ situation, such as into a £5Grver for mak- 
ing a specialty of the sales of the contents, a server for 
storing Ihe contents;, a server for taking a charc-e of ac- 
coiinting and ether ser^f'ers. on the contents provider 
side, there is a need to construct a system capable of. 
even under such siluations, rrtaking tfve conriection/ad- 
juslment arnong the servers with as little traffic voiurrse 
as possible while maintaining the dcser cooperation 
amorig the servers, tfiereby achieving the effective de- 
livery of the contents, 

SUMMARY OF THE INVENTION 

[0010] The present invention has been developed 
with a view to eliminating these conventional problems, 
25 and it is therefore an object of the invention to provide 
a contents delivery method capable of achieving the de- 
livery or re-delivery of contents (or content) in an effi- 
cient and strict manner. 

[0011] For this purpose, according to the present in- 
3p vention, in a contents delivery method of delivering con- 
tents from a server through a networi< to a terminal, the 
terminal receiving the delivery of the contents retains an 
electronic receipt including at least an identifier of the 
receipt, an identifier of the contents purclnased, an iden- 
35 tifier of the terminal or a user and information on pur- 
chase date and time, issued from the server in the form 
of electronic data, and when a request Is made for re- 
delivery of the contents, the electronic receipt is sent to 
the server. 

40 [0012] In this method, due to the use of the electronic 
receipt, it is possible to enhance the effectiveness of the 
delivery processing or re-delivery processing of con- 
tents, and further to conduct the contents delivery or re- 
delivery processing with high security and high reliability 
through an easy operation of the terminal itself. 
[001 3] In addition , in a contents delivery method of de- 
livering contents from a server through a network to a 
terminal, after each processing section of the" server 
conducts processing In response to a request from the 

50 terminal, an electronic receipt Including Infomnation in- 
dicative of processing completion in the each process^ 
ing section or an electronic receipt uniquely signed by 
the each processing section Is transmitted to the termi- 
nal, and upon receipt of the electronic receipt, the ter- 

55 minai transmits a request with the electronic receipt, 
[0014] If this delivery method Is applied to processing 
sections of a plurality of servers which accomplish the 
delivery of the contents while dealing with partial work 
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assigned thereto, then the delivery or re-dehvery of the 
contents becomes feasible with high efficiency and high 
security. 

BRIEF p iEjSC Rlp;nQ N OF TIHE^ 

[001 5| The above-mentioned features, configurations 
and saffects of the present invention will become more 
readily apparent from the fDllowIng description of the 
em bodlrrients taken In conjunction with the accompany- 
ing drawings. 

FIG. 1 is a block diagram showing a configuration 
of a system according to a first embodiment; 
FIG. 2 is an illustration of an example of the Infor- 
mation contents of an electronic receipt according 
to the first embodiment; 

FIGl 3 Is an Illustration of a sequence In the system 
according to the first embodiment; 
FiG. 4 is an Illustration of a second sequence In the 
system according to the first embodiment; 
FIG. 5 is an illustration of a second example of the 
information contents of the electronic receipt ac- 
cording to the first embodiment; 
FIG. 6 is an ilfustration of a third sequence in the 
system according to the first embodiment; 
FIG,, 7 Is a block diagram showing a configuration 
of a second system according to the first embodi- 
ment; 

FIG. 8 is a block diagram showing a configuration 
of a third system according to the first embodiment; 
FIG. 9 is an illustration of a third example of the in- 
formation contents of the electronic receipt accord- 
ing to the first embodiment; 
FIG. 10 is an illustration of a sequence in a system 
according to a second embodiment; 
FIG. 11 Is an illustration of a second sequence in 
the system according to the second embodiment; 
FIG. 12 Is an Illustration of a third sequence In the 
system according to the second embodiment; 
FIG. 13 is a block diagram showing a configuration 
of a system according to a third embodiment; 
FIG. 14 is an illustration of an example of the infor- 
mation contents of an electronic receipt according 
to the third embodiment; 

FIG. 15 is an illustration of a second example of the 
Information contents of the electronic receipt ac- 
cording to the third embodiment; 
FIG. 1 6 Is a block diagram showing a configuration 
of a second system according to the third embodi- 
ment: 

FiG. 1? is an iliustration of a third example of the 
information contents of the siectronic receipt ac- 
cording to the third smbodi.nnenL; 
FiG. 1 8 is a block diagram showing a configuration 
of a system accordirfg to a fourth embodiment; 
FiG. 19 is an iiiustration of an example of the Infor- 
mation contents of an electronic receipt according 



to the fourth embodiment; 
FIG. 20 is an Illustration of a sequence in a system 
according to a fifth embodiment; 
FIG. 21 is an illustration of an example of the infor- 
5 mation contents of an electronic receipt according 
to the fifth embodiment; 

FIGs. 22A and 22B are illustrations of sequences In 
a system according to a sixth embodiment; 
FIG. 23 Is an Illustration of an example of the infor- 
mation contents of an electronic receipt according 
to a seventh embodiment; 

FIG. 24 is an illustration of a sequence in a system 

according to the seventh embodiment; 

FIG. 25 is a block diagram showing a configuration 

?5 of a system according to an eighth embodiment; 

FIG. 26 is a sequence diagram showing a first de- 
livery flow according to the eighth embodiment; 
FIG. 27 is a sequence diagram showing a second 
delivery flow according to the eighth embodiment; 

^0 FIG. 28 is an illustration of an example 1 of the in- 
fomnatlon contents of an electronic receipt accord- 
ing to the eighth embodiment; 
FIG, 29 is an illustration of an example 2 of the in- 
formation contents of the electronic receipt accord- 

25 ing to the eighth embodiment; 

FIG. 30 is an illustration of an example 3 of the in- 
formation contents of the electronic receipt accord- 
ing to the eighth embodiment; 
FIG : 31 is an Illustration of an example 4 of the in- 

50 formation contents of the electronic receipt accord- 
ing to the eighth embodiment; 
FIG > 32 is a block diagram showing a configuration 
of a system according to a ninth embodiment; 
FIG. 33 is a sequence diagram showing a first re- 

55 delivery flow according to the ninth embodiment; 

FIG,. 34 Is a sequence diagram showing a second 
re-del Ivery flow according to the ninth embodiment; 
FIG^ 35 Is a block diagram showing a configuration 
of a systeni according to a tenth embodiment; 

^0 FIG. 36 Is a sequence diagram showing a delivery 
flow according to the tenth embodiment; 
FIG. 37 Is an Illustration of an example 1 of the In- 
formation contents of an electronic receipt accord-- 
ing to the tenth embodiment; 
FIG. 38 is an illustration of an example 2 of tine in- 
formation contents of an electronic receipt accord- 
ing to the tenth embodiment; 
FIG. 39 Is a block diagram showing a configuration 
of a system according to an eleventh embodiment; 

so FIG. 40 Is a sequence diagram showing a re-deliv- 
ery flow according to the eleventh embodiment; 
FIG. 41 is a sequence diagram showing a delivery 
flow according to a twelfth embodiment; 
FIG. 42 is an illustration of an example 1 of the in- 
formation contents of an electronic receipt accord- 
ing to the twelfth embodiment; 
FIG. 43 Is an Illustration of an example 2 of the in-- 
fomnation contents of the electronic receipt accord- 
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ing to the twelfth embodiment; 

FIG. 44 is a block diagram showing a configuration 

of a system according to a thirteenth embodiment; 

FIG 45 Is a sequence illustration 1 of a delivery flow 

according to the thirteenth embodiment; 

FIG 46 is a sequence illustration 2 of a delivery flow 

according to the thirteenth embodiment; 

FIG. 47 is a sequence Illustration of a comparison 

delivery flow for showing the effects of the thirteenth 

embodiment; 

FIG. 48 is an illustration of an example 1 of the in- 
formation contents of a decryption title deed accord- 
ing to the thirteenth embodiment; 
FIG. 49 is an illustration of an example 2 of the In- 
formation contents of a decryption title deed accord- 
ing to the thirteenth embodiment; 
FIG. 50 is a block diagram showing a configuration 
of a system according to a fourteenth embodiment; 
FIG.; 51 is a sequence illustration of a delivery flow 
according to the fourteenth embodiment; 
FIG. 52 is a sequence illustration of a re-delivery 
flow according to the fourteenth embodiment; 
FIGs. 53A to 53D are sequence illustrations of four 
delivery flows including other examples (patterns 1 
to 4) of timings at which a decryption title deed is 
transmitted from a server side to a tenninal; 
. FIGs. 54A to 54D are sequence illustrations of four 
delivery flows including other examples (patterns 5 
to 8) of timings at which a decryption title deed is 
transmitted from a server side to a temninal; 
FIGs. 55Ato 55C are sequence Illustrations of three 
delivery flows including other examples (patterns 9 
to 11) of timings at which a decryption title deed is 
transmitted from a server side to a tenninal; 
FIG. 56 is a block diagram showing an accounting 
operation in the case of a credit settlement, as an 
example of accounting according to the embodi- 
ments; and 

FIGs. 57A and 57B are illustrations of sequence 
charts showing two concrete examples according 
to the seventh embodiment. 

DETAILED DE^^ 

EMBODIMENTS """'"^"^^ 

(First Enibodiment) 

[001 6] In a contents delivery method according to the 
present invention, a server, which has dealt in the con- 
tents, Issues an electronic receipt to a terminal of a user 
who has made a purchase of the contents. When mak- 
ing a request for re-delivery of the contents, the user 
sends the electronic receipt forming electronic data from 
the terminal to the server, and the server makes a deci- 
sion on the right of the re-delivery on the basis of the 
electric receipt. 

[001 7] A system for implementing a contents delivery 
method according to a first embodiment is, as shown in 



FIG. 1 , made up of a server 1 0 which provides contents 
and a termlrtaj 40 which receives the delivery of the con- 
tents Uorr\ ihe server 10 through a ne-work 30. Each of 
the Sierver 1 0 and the termina! 40 includes^ a CPU {Cevr 

s iraS Processing Unit), rr^mnory, intenface:', display and 
other units (not shown), wsth the CPU being made to 
conduct predetermined opera-ions in accordance with 
a program stored in the memory. Incidentally, -he same 
reference numerals or signs in Ehe iilustrallons, used for 

10 ihe dijscriptlon of the components or procedures in the 
diverse embodiments, basically represent the same ar- 
rangements or contents. 

[001 8] The server 1 0 is composed of a user managing 
section 11 for managing user information, an accounting 

?5 sec-ion 12 for cor-dueting accounting 1o issue an eiee- 
Ironic receipt, a purchase history managing se-otion 13 
for managing purchase history inforr^iatior:, an eiectron- 
Ic receipt vertfying section 14 for verifying an eEectronjc 
receipt ser-Jt from the lermlnai 40, a contents accumisla^ 

20 tion managing section 1 6 for accumulatively managing 
cofitents on sale, a contents list presenting section 15 
for making out a list menu on contents on sale to present 
it on a po!tai site, a released contents preserving section 

1 7 for preserving contents after the sfapse of a release 
25 period on the portal s;ie, a delivery processing section 

1 8 for conducting the delivery processing of contents to 
the tenriinal 40, and a Gornmunicatlon processing sec- 
tion 20A tor establishing a connection between the 
above-mentioned sections 11 to 1 S and the netwos-k SO 

3Q to make communication with the termirjat, 

[0019] On the other hand, the terminal 40 Is com- 
posed of a contents list ciispiaying section 41 having a 
isrowserfu.nction for displaying contents presentation hv 
forniation, a delivery requesting section 42 for making 

55 a request tor the delivery or re~de!ivery of contents to 
the seivsr 10, a contents storing section 44 for storing 
the delivered contents, a contents using section 43 for 
using the delivered contents In a seeing, hearing or con- 
ducting manner, an electronic receipt storing section 47 

40 for stori ng an electron ic receipt received f rorn the server 
10, an electronic receipt displaying section 45 for dls^ 
playing the electronic receipt, an electronic receipt se- 
■ecting section 46 for seEecting an elecironic receipt 
when making a request for re-de-ivery, and a communi- 

-•f^ cation processing section ^^-8 for controlling con'jrnunica- 
tions with the serve?" 10. in this case, an electronic re- 
ceipt 71 , stored in the electronic receipt storing section 
47, can also be recorded on recording media (n^.ecsium) 
70 tor bac'Kup. 

[0020] As FIG. 2 shows, on an electronic receipt, 
■here are described an electronic receipt format version 
number 1 00, an eiecEronic receipt identifier 1 01 tor spec- 
ifying an electronic receipE, an elect ronic receipt issuing 
date/time 102, a re -delivery pemiisKjcn flag 103 for in- 
-5 dicating penrtisslcn/no permission of re-deiiven/, a de- 
livery content's Identifier 104 serving as code data for 
specifying delivery contents, a dehvery contents name 
(title of music or movie) 1 0&j a user identitier 1 06 for 
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specifying a user who makes a purchase of contented a 
sales site Identifier 1 07 for specifying a site where con- 
tents have been sold, a selling price 108 expressed by 
a nunneral, a currency unit 109 on the selling price, a 
term of validity 11 0 of the electronic receipt, and re-de- 
liveries 111 indicative of the limited number of times of 
the re-delivery of contents, and further described a fal- 
sification check authentication code (MACi: Message 
Authentication Code) 1 1 2 generated on the basis of data 
on the electronic receipt. Although the example of FIG. 
2 shows a case in which a fonnat is text file, It is also 
possible to describe them In an XML fonrj. A concrete 
example of the description contents is shown on the 
right side of each of the item names, and the maximum 
data size is indicated with bytes on the further right side. 
In the description example shown, the size of the entire 
electronic receipt is 359 bytes, and if all the items as- 
sume the maximum size, the total size reaches 427 
bytes. 

[0021 ] The falsificatron check authentication code 1 1 2 
is obtained by perfomning a hash calculation using a 
one-way function with respect to the data contents of an 

electronic receipt and encrypting the calculated value. 
For example, for the encryption, a private key or public 
key of the server 1 0, or a private common key between 
the terminal 40 and the server 1 0, is put to use. Inciden- 
tally, FIG. 2 shows a case in which SHA-1 acts as the 
hash calculation function. Although 160-blt (20-byte) bi- 
nary data is obtained as the output of the SHA-1 func- 
tion, due to the Base64 encoding for embedding this in 
a text file of the electronic receipt, the size of the falsifi- 
cation check authentication code 112 becomes 28 
bytes. It is also appropriate to use other hash calculation 
functions such as MD4 and MD5; 
[0022] FIG. 3 shows a procedure for the contents de- 
livery. Prior to a contents request, the te.Tninal 40 has 
access through the network 30 to the sei^'er 1 0 to make 
a request for contents isst infomnation. At this time, in the 
seiver 10, the user managing section 11 pefforiris the 
authentication on the basis of the Identification number 
of the terminal 40 which has gained access thereto, or 
the user identifier, and it the authentication result shows 
OK, the delivery processing section 18 sends out list In- 
formation on the contents on release, generated in the 
contents list presenting section 1 6, through the commu- 
nication processing section 20A to the terminal v/hlch 
has made the request. This list information includes con- 
tents names, contents identifiers^ selling prices, ailowa^ 
bie re-deliveries, terms of validity on re-deliveiy. 
[0023] in the terminal 40, the contents list displaying 
section 41 displays this contents list information, and 
when a user selects the contenis > herefrom, the delivery 
requesting section 42 outputs a cc3ntenis request includ- 
ing contents identifier informatiorf, with this contents re- 
quest being communicated to the server 10 (1), 
[0024] in the server 10, upon receipt of the contents 
request, the delivery processing section 18 reads out 
contents data on the relevant cprUents under the man- 



agement by the contents accumulation managing sec- 
tion 16, and transmits it through the communication 

processing section 20A to the terminal 40 (2). The ter- 
minal 40 puts the received contents data in the contents 
5 storing section 44, and sends a delivery completion no- 
tification to the server 10 (3). 

[0025] In the server 10, upon receipt of the delivery 
completion notification, the accounting section 12 con- 
ducts the accounting, and collects necessary informa- 
tion from the other sections to make out an electronic 
receipt (FIG. 2) in which set is the re-delivery permission 
flag 103 representative of the pennission of the re-de- 
livery. At this time, it generates a falsification check au- 
thentication code 112 on the basis of the electronic re- 
ceipt data to attach it onto the electronic receipt. The 
communication processing section 20A transmits a de- 
livery completion notification reply, including this elec- 
tronic receipt, to the terminal 40 (4). Moreover, the elec- 
tronic receipt falsification check authentication code 112 
20 is sent to purchase history managing section 1 3, which 
is for managing the history on the purchases, to be 
stored and managed therein. 

[0026] The electronic receipt 71 , arriving at the termi- 
nal 40, is stored in the electronic receipt storing section 
47, and as needed, is copied into backup recording me- 
dia 70. A brief description will be given here of the ac- 
counting. FIG. 56 is a block diagram showing an ac- 
counting operation in the case of a credit settlement. 
The server 10 and the tenninal 40 are communicable 
^0 through their communication processing sections 20A 
and 48 to a credit center 80. A bank 90 accepts deposit 
from a user having the terminal 40, and conducts the 
transfer to meet a transfer request from the credit center 
80. The contents of the operations designated at circled 
35 numerals _ to _ in FIG. 56 are as follows. 

_ Accounting Request: The tsrminai sends an ac- 
counting request including a credit number, a pass- 
word and a purchase price to the server, 

40 Credit Inquiry: The server transmits the credit 
number, the password and the purchase price to the 
credit center (the credit inquiiy signifies the Inquiry 
about whether credible or incredible). 
Credit Repiy : The credit center makes a reply about 

^» the password check,%ojvency decision result {OK/ 
HQ) to the server (the credit reply signifies a reply 
about whether credible or incredible). 
_ Accounting reply ; The server transmits the result 
of the credit repiy to the terminal. 

^0 _ Bill issuing If the credit shows OK in the aforesaid 
3, the credit center issues/forwards a bill to the ter- 
minal (user). 

Deposit: The user of the termirial has deposit in his/ 
her own bank account. 
55 _ Account Transfer request^ The credit center makes 
a request for account transfer to the bank. 

[0027] When a need for the re def Ivery of the contents 
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arises ; the user displays the e[ectron;c receipt, storsd in 
the electronic receipt storing section 47, on the electron- 
ic receipt displayir-g section 46 (display of the terminal 
40), arid after confirrning the ter^ri of vaiidity on the re- 
de!ive?y and the lirTiited number of limes of the re-deliv- 
ery, selects the contents to be re-deliversd. The elec- 
tronic receipt iseleeting section 46 sends the electronic 
receipt on th€3 S3e!ect€?d contgants to the delivery request- 
ing section 42^ and the deSivery requesting section 42 
outputs a contents re-delivery request Including the 
electronic receipt, with this contents re-de!lvery request 
being led to the server 10 (5). 

[0028] in the server 10, upon rec€??pt of the contents 
re-delivery request, the communication processing sec- 
tion 20A sends the electronic receipt included therein to 
the eiectrqnic receipt verifying section 1 4; The electronic 
receipt verifying section 14 collates the falsification 
check authentication code 112 appendant to the elec- 
tronic receipt \mXh the talslficatton check authentication 
code being managed in the purchase history managing 
section 13. it the agreement tJ'ierei^etween takes place, 
it generates a falsstscation check authenticatson code on 
the basis of the data contents on the sent electronic r?5- 
ceipt, and confinns whether or not the gensratj^d falKl- 
fication check authentication code agrees with the ap- 
pendant falsltication checi< authentbatlon code 112 for 
verilying the occKrrencs/non-occurrence of the fBlsifica" 
tion of the electronic receipt. 

[0029] On the verification of she validity of the **3jeC" 
tronic roeeipt, the delivery processing section 18 con- 
firms, on the basis of the term of validity or re-deliveries 
described in the siectronic receipt, whether or not the 
re-delfveiy request satisfies the re-delivery conditEon, if 
satisfying the re-deiivery condition, it reads o\.\t the con- 
tents data on the contents described in the electronic 
receipt;, from the contents accum-jietlon managing sec- 
tion 16 or the released contents preserving section 17 
and transmits it through the communication processing 
section 20A to the tenriinal 40 (6). 
[0030] The terminal 40 re^^eives the contents data and 
stores it in the contents storing .section 44^ and the con- 
tents storing section 44 iransmits a re-deitvery comple- 
tion notification to the server 10 (7) . 
[0031] In the sen/er 10, the deliver/ processing sec- 
tion 18 sends a m-defivery cenripletion nolifioation t^epiy 
through the comrrsurtication processing section 20A tc3 
the terminal 40 {8)< Atthis time, the delivery processing 
section 13 makess the purchase history nusnaglrig sec- 
tion 13 record the re-delivery number 1 as the purchase 
history. This record on the number of times of re-delivery 
m incremented whenever the re-delivery takes place, 
and at the occurrence of the next re-delivery request, is 
referred to in rrjaifing a decision on whether the number 
of tinnes of re-delivery satisfies the re-deiivery condition. 
[0032] In addition, it is also appropriate that, as FIG. 
4 shows, at the transmission of a re~delivery cor?ipletlon 
notification reply frorr! the server 10 to ttte terminal 40 
(8'), the number 11 1 of tSmes of re-dejlvejy is subtracted 



by one and the electronic receipt is again issued to be 
transmitted to the tenninal 40 In a state included in the 
re-delivery completion notification reply. In this case, the 
electronic receipt re-issued is put in the electronic re- 

s ceipt storing section 47 of the tenninal 40, while the old 
electronic receipt is invalidated. The invalidation of tlie 
electronic receipt is achievable by any one of the meth- 
ods, such as 1 ) deleting all the electronic receipt data in 
FIG. 2, 2) overwriting all the electronic receipt data in 

10 FIG. 2, 3) placing the re-delivery permission flag 1 03 in 
the electronic receipt Into a non-permitted state, 4) plac- 
ing another flag indicative of invalidity/validity and set- 
ting it in the invalidity state, and others. The method 
shown in FIG. 4 enables a decision on the satisfaction/ 

?5 no n -satisfaction of the re-delivery condition related to 
the number of times of re-delivery to be made on the 
basis of only the information on the electronic receipt at 
the next re-delivery request> 

[0033] Still additionally, if a count value 113 represent- 
ee ative of the number of times of re-delivery is set in the 

electronic receipt as shown in FIG. 5, the decision on 
satisfaction/non-satisfaction of the re-delivery condition 
related to the number of times of re-deiivery can be 
made on the basis of oniy the eiectronic receipt infor- 
mation. 

[0034] As described above, in the contents delivery 
method according to the embodiment, the server 10 is- 
sues an electronic receipt, which enables the re-delivery 
of contents to be conducted effectively. The user can 
30 easily recognize the right of the re-delivery without in- 
quiring at the server 10 by displaying the electronic re- 
ceipt, retained in the terminal40 or the backup recording 
medium 70, on the electronic receipt displaying section 
45, 

35 [0035] Incidentally, in the above deschption, although 
the server 1 0 side manages the electronic receipt falsi- 
fication check authentication code 112, in a case in 
which the falsification check authentication code 112 is 
encrypted with a private key of the server 1 0, it is pos- 

40 sible to verify the validity of the electronic receipt in a 
manner that the falsification check authentication code 
112 of the electronic receipt coming from the terminal 
side is decrypted with the private key of the server 10 
or the public key to check whether or not the data ob- 
tained by the decryption agrees with a calculation value 
obtained by making a hash calculation on the electronic 
receipt data contents. Accordingly, this eliminates the 
need for the storage of the falsification check authenti- 
cation code 112 on the server 10 side. 

50 [0036] Moreover, it is also acceptable that the pur- 
chase history managing section 1 3 of the server 1 0 re- 
tains and manages the electronic receipt itself. 
[0037] In this case, the verification on the validity of 
the electronic receipt in the terminal 40 becomes possi- 

55 ble by collating the electronic receipt coming from the 
terminal with the electronic receipt the server 1 0 retains 
and manages, at the occurrence of a contents re-deliv- 
ery request. 
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[0038] Still moreover, in tlnis case, it is also appropri- 
ate that, as FIG. 6 shows, when the terminal 40 sends 
a contents re-delivery request {5'), only an electronic re- 
ceipt falsification check authentication code 11 2 is trans- 
mitted to the server 10 and the server 10 retrieves the 
electronic receipt with this falsification check authenti- 
cation code 112, of the eiectronic receipts under the 
management by the purchase history managing section 
13 to transmit the re-delivery contents data on the basis 
of the description on this electronic receipt. 
[0039] And still, although in the above description the 
number of times of re-delivery and the term of validity 
are used as the re-delivery conditions, it is also accept- 
able to use one of them. 

[0040] In addition, as FIG. 7 shows, the terminal 40 
can have a contents using equipment 72 externally. In 
this case, the contents are moved from the contents 
storing section 44 onto recording media 70 having the 
copied eiectronic receipt, and for the use of the contents, 
this recording media 70 is mounted in the contents using 
equipment 72. Incidentally, the movement of the con- 
tents causes the contents to be removed from the con- 
tents storing section 44 so that the contents disappear 
therefrom. 

[0041] Still additionally, in a system shown in FIG. 8, 
the terminal 40 includes a contents abnormality detect- 
ing section 49 for detecting data errors of the contents 
at the use of the contents (at the regeneration). As the 
data en-or detecting method, it is possible to properly 
employ a method using a hash value, which will be men- 
tioned later, a method using a parity check, or other 
methods. When the contents abnormality detecting sec- 
tion 49 detects an abnormality, the electronic receipt se- 
lecting section 46 retrieves the electronic receipt on the 
contents to be used from the electronic receipt storing 
section 47 to send it to the delivery requesting section 
42, and the delivery requesting section 42 outputs, to 
the server 10, a contents re-delivery request including 
an electronic receipt. Thus, in this system, in the case 
of defying the use of the contents, a contents re-delivery 
request, together with an electronic receipt, is automat- 
ically sent to the server 1 0 for the re-delivery of the con- 
tents. 

[0042] Moreover, it is also possible that, if damage oc- 
curs on contents, the contents damage is indicated on 
the electronic receipt and the re-delivery of the contents 
is allowed on the condition that the damage has oc- 
curred on contents, in this case, a design is made such 
that the contents are regenerate only when being com- 
bined with an electronic receipt (for example, the con- 
tents cannot be regenerated if the electronic receipt 
does not exist in a predetermined directory of the elec- 
tronic receipt storing section 47). Still moreover, as FIG. 
9 shows, in the electronic receipt, a contents damage 
detecting flag 127 is provided to indicate the damage of 
the contents and a hash value 128 of the contents is 
described on the eiectronic receipt. The CPU of the ter- 
minal 40 calculates a hash value of the contents as oc- 



casion caliis to compare that value with the hash value 
128 of the electronic receipt. In the case of no agree- 
ment therewith (that ss. when the contents are m a dam- 
aged state), t.he coFUents darrsage detecting flag 127 is 

^ set, The serx'er side perrtiits the re-de!ivery of the con- 
tends opiy Vs'hen the contents damage detecting fiag 127 
of the electronic receipt is in the set condition. 
[0D433 This can rejec! an illegal request of making a 
request tor the re-delivery when the contents are In the 

io normal conditiori;: 

(Second Embodiment) 

[0044] As a second embodiment, a description will be 
^•5 given hereinbelowof a method of confirming thef act that 
an electronic receipt sent from the server 10 arrives at 
the terminal 40. The system configuration and the elec- 
tronic receipt structure are the same as those in the first 
embodiment. 

20 [0045] FIG. 10 shows a contents delivery procedure 
according to the second embodiment. The procedure 
from (1 ) to (4) are the same as those in the first embod- 
iment. 

[0046] Upon receipt of a delivery completion notifica- 
25 tion reply including an electronic receipt from the server 
1 0, the tennina! 40 sends, to the server 1 0. an electronic 
receipt acceptance notification including an electronic 
receipt falsification check authentication code 112 
(11A). 

30 [0047] The server 10 collates the received falsification 
check authentication code with the falsification check 
authentication code 112 it retains, and if they agree with 
each other, confirms the fact that the electronic receipt 
has correctly reached the tenrtinal. When this confirma- 

35 tion comes to an end, the server 1 0 transmits an elec- 
tronic receipt acceptance notification reply to the termi- 
nal 40 (12A). The contents re-delivery request proce- 
dure is the same as that in the first embodiment. 
[0048} In a case in which the server 1 0 preserves and 

40 manages the electronic receipt, it is also appropriate 
that, as FIG. 11 shows, the terminal 40 sends an elec- 
tronic receipt acceptance notification including an elec- 
tronic receipt to the server 1 0(1 1 ') and the server 1 0 side 
collates it with the electronic receipt it preserves and 

45 manages. Moreover, it is also possible that, as FIG. 12 
shows, an identifier 101 of an electronic receipt is sent 
in a state included in an electronic receipt acceptance 
notification (11 ") so that the server 1 0 side confinns the 
correct an-ival of the electronic receipt at the terminal 40. 

^0 [0049] Thus, owing to the confinnation of the proper 
arrival of the electronic receipt, transmitted from the 
server 1 0, at the terminal 40, it is possible to implement 
the contents delivery method according to the present 
invention without any trouble. 

$5 

(Third Embodiment) 

[0050] As a third embodiment, a description will be 
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given hereinbelow of a case in which a re-delivery price 
is set so that the accounting of the set price is rendered 
at re-delivery. 

[0051] In this system, as FIG. 13 shows, the server 
10 is made up of a re-delivery condition managing sec 
tlon 19A for managing the condition on the re-delivery 
price and setting it on an eiectronic receipt issued and 
a re-delivery price determining section 1 9Bfor determin- 
ing a re-delivery price on the basis of the re-delivery 
price condition. The other configuration of the server 1 0 
and the configuration of the terminal 40 are the same as 
those in the first embodiment (FIG. 1). A re-deiivery 
price condition managed in the re-delivery condition 
managing section 1 9A is described on an electronic re- 
ceipt Issued by the server 1 0. 

[0052] FIG. 14 is an illustration of an example of an 
electronic receipt on which a price (free of charge) 116 
of the first re-delivery, a price (half price) 1 1 6 of the sec- 
ond re-delivery and a price (80%) 117 of the third re- 
delivery are described as the re-delivery price condition. 
[0053] Upon a transmission of a re-delivery request 
from the terminal 40, the re-delivery price determining 
section 19B of the server 10 makes an identification on 
the number of times of re-delivery and reads a re-deliv- 
ery price corresponding to the number of times of re- 
delivery from the electronic receipt to hand it over to the 
accounting section 12; The accounting section 12 
renders the correspondihg accounting. 
[0054] FIG. 1 5 is an illustration of an electronic receipt 
in a case in which the re-delivery condition managing 
section 1 9A sets a re-delivery price in a state combined 
with a term of vaiidity. A re-delivery price 1 (free of 
charge) is set in the case of a validity term 1 (within three 
months from the issuing data/time 1 02), and a re-dellv- 
ery price 2 (half price) Is set for a validity term 2 (three 
mounts to six months). When a re-deiivery request is 
transmitted from the terminal 40; the re-deiivery price 
determining section 19B communicates the re-delivery 
price 1 or the re-delivery price 2 to the accounting sec- 
tion 12 according to the number of days after the issuing 
date 102 described on the electronic receipt. 
[0055] In a system shown in FIG. 16, the server 10 
includes a re-delivery condition generating section 21 A 
for setting a parameter for a re-dellvery price calculation 
equation (or expression) with respect to an electronic 
receipt to be issued and a price determining section 22A 
for determining a re-delivery price through the use of 
this parameter, while the terminal 40 includes a re-de- 
livery condition selecting section 51 for selecting a re- 
delivery condition. 

[0056] In this system, a contents price at the initial 
purchase is determined according to a re-delivery con- 
dition (the number of times of re-delivery, term of validity, 
or the like) of an electronic receipt, and In the case of a 
large number of times of re-delivery and a long term of 
validity, the contents price at the initial purchase is set 
at a high value, whereas in a case in which the limited 
number of times of re-deiivery and the temri of validity 



are set at zero, the contents price is set at a low value, 
A user selects one of them through the re-delivery con- 
dition selecting section 51 at the purchase of the conr 

tents. 

s [0057] The re-delivery condition generating section 
21 A of the server 1 0 describes a re-delivery price equa- 
tion identifier 1 22, a re-delivery price parameter 1 (1 23)> 
a re-delivery price parameter 2 (1 24) and a re-delivery 
price parameter s (125). 

10 [0058] When a re-delivery request arrives from the 
temninal 40, the price determining section 22A specifies 
a re-delivery equation on the basis of the re-delivery 
equation identifier 122 described on the electronic re- 
ceipt and substitutes the re-delivery price parameter 1 

15 (123), the re-delivery price parameter 2 (124) and the 
re-delivery price parameter 3 (125) Into the re-delivery 
price equation for detemnining a re-delivery price, and 
further communicates it to the accounting section 12. 
[0059] Thus, this system can determine the re-deliv- 

20 ery price or initial price of the contents in diverse man- 
ners. 

(Fourth Embodiment) 

25 [0060] As a fourth embodiment, a description will be 
given hereinbelow of a case in which a request for re- 
fund of a contents purchase sum is made through the 
use of an electronic receipt. 

[0061] As FIG. 18 shows, in this system, the temiinal 
30 40 includes a refundment requesting section 52 for mak- 
ing a request for refund and a contents erasing section 
53 for erasing the contents connected with the refund. 
[0062] In addition, a description to the effect of the 
erase of the contents is made on an electronic receipt, 
55 and in this case, a contents erase flag 1 30 indicative of 
the fact of the contents being erased is put thereon as 
shown in FIG. 19. 

{;0063] When the contents delivered are different from 
intended, the user performs an terminal operation for the 

40 refund. The refundment requesting section 52 reads out 
the electronic receipt on the contents from the electronic 
receipt storing section 47 and gives an instruction to the 
contents erasing section 53 for erasing the contents. 
When the contents are erased, the refundment request- 
ing section 52 sets the contents erase flag 130 of the 
electronic receipt and transmits a refund request, to- 
gether with this electronic receipt, to the server 10. 
[0064] in response to this, the server 1 0 makes a re- 
quest to the accounting center for refund processing. 

50 [0065] This achieves efficient refund of the contents 
purchase sum through the use of an electronic receipt. 

(Fifth Embodiment) 

55 [0066] As a fifth embodiment, a description will be giv- 
en hereinbelow of a method of conducting contents pur- 
chase processing efficiently through the use of an elec- 
tronic receipt. The system configuration is the same as 
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that of the first embodiment (FIG. 1). 
[0067] FIG. 20 is an illustration of a procedufG there- 
tor. 

[0068] When a user selects some contents from a 
contents list displayed on the contents list displaying 
section 41 of the terminal 40, a purchase request is 
transmitted from the delivery requesting section 42 of 
the terminai 40 to the server 10 (20). 
[0069] In response to the purchase request, the serv- 
er 1 0 conducts accounting to return a purchase reply to 
the terminal 40 (21). This purchase reply includes a ten- 
tative electronic receipt, The tentative electronic receipt 
includes a delivery contents storage location 131 in ad- 
dition to the same information contents as those of an 
electronic receipt (FIG. 2), as shown in FIG. 21 . 
[0070] Upon receipt of the tentative electronic receipt 
the delivery requesting section 42 of the terminal 40 ac- 
tivates an application for receiving the delivery of the 
contents, in this case, an application for downloading 
the contents. The download application transmits a con- 
tents request to the server 1 0 (22), and receives the de- 
livery of the contents data (23). 
[0071] Upon the completion of the contents delivery, 
the terminal 40 sends a delivery completion notification 
totheserver 10 (24), and receives a delivery completion 
notification reply including an electronic receipt (25). 
[0072] The procedure from the re-delivery request on 
is the same as that of the first embodiment. 
[0073] Thus, by receiving the tentative electronic re- 
ceipt, the terminal 40 can switch the processing in the 
terminal 40 from the contents list display to the contents 
download (for example, browser-^ piug-in of application 
for download of contents -^download processing). 
[0074] In addition, since the delivery contents storage 
location (URL) 131 is included in the information con- 
tents of the tentative electronic receipt, at the contents 
request, the terminal 40 can gain direct access to the 
contents to be delivered by designating the URL 131. in 
this case, quicic access becomes feasiipie laecausethere 
is no need to make the retrieval using a contents iden- 
tifier in the server 10. 

[0075] Still additionally, since the delivery contents 
storage location (URL) 131 Is included in the tentative 
electronic receipt, when making a request for the re-de- 
livery of the contents, the terminal 40 can designate this 
URL 1 31 *to gain the direct access to the contents to be 
re-delivered. 

[0076] incidentally, in FIG. 20, it is also possible that 
the accounting is rendered at the reception of the deliv- 
ery completion notification (24). 
[0077] Moreover, the delivery contents storage loca- 
tion (URL) 131 can also be included in the electronic 
receipts in the first to fourth embodiments. This enables 
the direct access from the terminal to the contents to be 
re-delivered. 



(Sixth Ermbodiment) 

[0078] As a sixth embodiment, a description will be 
given hereinbelow of a method capable of re-delivery 

^ even if contents deliver is a failure. 

[0079] In this method, an electronic receipt is issued 
in place of the tentative electronic receipt in the fifth em- 
bodiment as shown in FIGs. 22A and 22B. 
[0080] FIG. 22A is an illustration of a procedure to be 

10 taken for when the contents delivery succeeds. 

[0081] When a user selects some contents from a 
contents list displayed on the contents list displaying 
section 41 of the temiinal 40, the delivery requesting 
section 42 of the terminal 40 transmits a purchase re- 

15 quest to the server 1 0 (20). 

[0082] In response to the purchase request, the serv- 
er 1 0 conducts accounting and returns a purchase reply 
including an electronic receipt (21'). Upon receipt of the 
electronic receipt, the delivery requesting section 42 of 

20 the temninal 40 activates an application for downloading 
the contents. This download application transmits a con- 
tents request to the server 1 0 (22) and receives the de- 
livery of the contents data (23). 
[0083] Upon the completion of the contents delivery, 

25 the terminal 40 sends a delivery completion notification 
to the server 1 0 (24), and receives a delivery completion 
notification reply including no electronic receipt (25'). 
[0084] FIG, 22B is an illustration of a procedure to be 
taken for when a content delivery is a failure. The pro- 

30 cedure up to the contents request (22) is the same as 
that in FIG. 22A. Let it be assumed that the delivery of 
the contents data from the server 1 0 was a failure (23'). 
The terminal 40 transmits a contents re-delivery request 
including an electronic receipt to the server 10 (26), 

35 while the server 1 0 transmits the contents data (27). The 
terminal 40 sends a re-delivery completion notification 
to the server 1 0 (28), while the server 1 0 sends a re- 
delivery completion notification reply (not including an 
electronic receipt) to the terminal 40. Incidentally, the 

40 aforesaid failure of the data delivery is recognizable by 
detecting a disconnection of a line in the middle of the 
communication, packet dropout, no reception of a pre- 
detemnined data volume, or the like. 
[0085] As described above, in the procedure accord- 

^5 ing to this embodiment, since an electronic receipt is 
sent to the terminal at the stage of the purchase reply 
(21'), even if the contents deliver has failed halfway it 
is possible to make a request for re-delivery through the 
use of the electronic receipt. 

50 

(Seventh Embodiment) 

[0086] As a seventh embodiment, description wiii be 
given hereiribelovv of a method of efriciently conducting 
55 deHvery processing and accounting (or credit process- 
ing) through the use of a tsn-ative ekjctronic receipt. 
[008?| As FIG, 23 shows, this tentative electronic re- 
ceipt includes a delivery processing program URL 133 
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and ?:n accounting program (or credit processing pro- 
gram) URL 134. 

[008S] FIG. 24 is ar: iliusl:ration of a procedure accord- 
ing lo this embodiment. 

[0089] The tBrminaS 40 sends oui a purchase request 5 
to the server 10 (30), while the server 10 sends a pur- 
chase rep[y including a teritalive eiectronic receipt 
shown in FiG. 23 to -he terminal 40 (31). Upon receipt 
of the tentative electronic receipt, the terminal 40 acth 
vat&s an appiicatior- for downloading contents. This 
dcjvvnicad application makes an accounting request with 
respect to the accounttrsg program URL (32). The termi- 
nal 40 receives an accounting reply Including an encryp- 
tion key for the contents from the server 10 (33). The 
downioad application ser-ds a contents request with re- ?5 
spect the delive-y processing prograr^i URL (34), and 
XhQ server 10 transmits the encrypted contents data to 
the terminal 40 (35). 

[0090] Upon the completion of the contents deHver, 
the download application sends a delivery Gornpietlon 
notlflcatiofi to the server 1 0 (36), and receives a dsllvsry 
completion notification reply including an electronic re* 
csipt therefrom (37). Incidentally, tne se?ver 1 0 can con- 
duct the actual accounting either at the reception ot the 
accountir^g request (32) or the reception of the delivery 
completion notification (365). 

[0091 ] Thus, v^'ith the procedure according to this em- 
bodiment, the accounting program URL and delivery 
processing program URL of the seri^er 1 0 are designat- 
ed to make the accounting request and the contents re- 
quest directly, thereby enhancing the efficiency ot the 
processing, 

[0092] Although, in the descriptions of the first to sixth 
embodiment, the serv'er 10 conducts the accounting in 
response to a deliver^' request from the terminal 40, ac- <^'^ 
cording to the seventh ernbodtmcnt, it is also possible 
to excuse the accoL-nting In accordance with the user 
side past contents purchase situation or to present cer- 
tain services, FIGs. S7A and 57B are sequence charts 
showing two concrete service examples of the seventh 
embodiment in which accounting on a dsiivesy request 
for contents A (including arbitrary and non-spedHed 
contents) is conducted through the use of an electronic 
receipt on contents different from the contents A lo be 
sent from the temninal. 



data purchase, an electronic receipt corresponding 
to more than 1 00 tunes is sent to a person who pur- 
chased rtiore than 100 tuneS: and five latest hit 
tunes are presented thereto without accounting on 
the condition of the reception of the electronic re- 
ceipt. Moreover, it is also possible to offer a service 
at.a low price. FIG 57A shows an example in which, 
v^rhen a request tor the latest hit turves is made as a 
specific service request from the terminal 40, the 
request, together with a predetermined number of 
electron Ic receipts on the past purchase, Is trans- 
mitted to the server 1 0 and the seP'^er 1 0 returns a 
specific service reply Inciuding a tentative electronic 
receipt to the terminal 10. and no accounting is 
made with respect to the subsequent accou nting re- 
quests. 

(2) The other example is a service in which, at new 
purchase of contents B (re-purchase made be- 
cause of no satisfaction of the re-dellvery service 
condition), the accounting of the contents B is en- 
tirely excused on the basis of the information on a 
electronic receipt different from the contents B to be 
sent from the terminal 40. In the example shown in 
FIG. 578, when the terminal 40 transmits an ac- 
counting request to the server 10, the request, to- 
gether with a predetermined number of electronic 
receipts on the past purchase, is transmitted there- 
to;. Incidentally, in offering such services, it is also 
possible to excuse only a part of the accounting. In 
the examples shown in FIGs. 57A and 57B, the 
server 1 0 checks the terms of validity of the prede- 
termined number of electronic receipts received at 
the reception of the specific service request recep- 
tion or at the reception of the accounting request 
and, if all are within the terms of validity, delivers the 
specific service requested from the terminal 40 or 
the contents corresponding to the purchase request 
without conducting the accounting. 

[0033J Thus, for example, in a case in which many 
electron ic receipts on -he contents, the re- delivery of 
which is unnecessary' because of the past purchase, are 
accumulated in the -emnina! 40, these can be ex- 
changed With new content?., or a free- of -charge service 
or £3 iow -prioe service can bo offered to regular service 
using peopie, which provides an advantage to the user. 

(Eighth Embodiment) 

[0094] As an eighth embodiment, a description will be 
given herelribeiow of, in a systern in which a plurality of 
servers provide contents while sharing work with each 
other, a delivery method ot realizing efficient delivery of 
contents. 

[0Q95] As FIG. 25 shoves, in this system, a contents 
providing side server is made up of a saies server 210 
forming a saies processing section for accepting the 
purchase of contents, a contents sejver 220 for storing 



(1) One example is to provide a service in which 
accoun-ing (in the case of no -charge delivery serv- 
ice, including "non-accounting") to an artJitrary con - 
tents delivery request is condact»?d using some 
electronic receipt sent by the terminal without des- 
ignating coritents paaloularly, for example, a serv- 
ice (specific service reply) in which a no-charge do- 
Nvery of contents different frorri the already pur- 
chased contents, their associated contents^ new 55 
contents and others is made for high-priced con- 
tents puFchasers/rnany-contents purchasers. Con- 
cretely, for exampiOi In the case of electronic music 
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contents, a delivery server 230 for acquiring purchased 
contents from the contents server 220 to deliver It, and 
an accounting server 240 for conducting accounting, 
[0096] The sales server 21 0 includes a user manag- 
ing section 211 for managing user information, a con- 
tents list presenting section 212 for presenting contents 
on sale In a portal site, an electronic receipt issuing sec- 
tion 214 for issuing an electronic receipt, and an elec- 
tronic receipt verifying section 213. 
[0097] The contents server 220 includes a contents io 
accumulation managing section 221 for accumulatively 
managing contents . The delivery server 230 includes a 
delivery processing section 231 for delivering contents, 
preserved in the contents server 220, to a terminal 40 
which has purchased contents, a contents storage lo- 
cation managing section 232 for managing contents 
storage locations in the contents server 220, an elec- 
tronic receipt verifying section 233 for verifying electron- 
ic receipts, and an electronic receipt Issuing section 234 
for issuing an electronic receipt. 
[0098] The accounting server 240 Includes an ac- 
counting section 241 for Implementing accounting, a de- 
cryption key managing section 242 for managing an de- 
cryption key for encrypted contents, an electronic re- 
ceipt verifying section 243 for verifying an electronic re- 23 
celpt, and an electronic receipt issuing section 244 for 
issuing an electronic receipt. 

[0099] Each of the servers has a communication 
processing section for setting up a connection with a 
network 30, but it is omitted from the illustration. And 30 
still, the servers have a private key for common use. 
[0100] In addition, a terminal 40 is made up of a con- 
tents list displaying section 41 having a browser feature 
for displaying contents presentation information, a con- 
tents selecting section 81 for making a request for the 35 
purchase of the selected contents, a delivery requesting 
section 42 for making a request for the delivery or re- 
delivery of the contents, an accounting requesting sec- 
tion 82 for making a request for the accounting on the 
purchased contents, a contents storing section 44 for 4D 
storing the delivered contents, a contents using section 
43 for using the delivered contents in a seeing or hearing 
manner, an electronic receipt verifying section 83 for 
verifying an electronic receipt coming from servers, an 
electronic receipt storing section 47 for storing an elec- 
tronic receipt, and a communication processing section 
48 for controlling communications with servers. 
[0101] FIG. 26 Is an illustration of a procedure for con- 
tents delivery. The terminal 40, prior to making a con- 
tents request, has access through the network 30 to the so 
sales server 21 0 to make a request for contents list in- 
formation. At this time, in the sales server 21 0, the user 
managing section 21 1 makes the authentication through 
the use of an identification number of the terminal 40 
which has gained access thereto, or a user identifier, ss 
and if the authentication result shows OK, sends re- 
leased contents list information, generated in the con- 
tents list presenting section 21 2, to the terminal 40 which 



has made the request. This list information includes con- 
tents names, contents identifiers, selling prices, limited 
re-deliveries, terms of validity of re-delivery, and others, 
[0102] In the terminal 40, the contents list displaying 
section 41 displays this contents list information, and 
when the user selects contents therefrom, the contents 
selecting section 81 transmits a purchase request in- 
cluding information such as the identifier of the selected 
contents through the communication processing section 
48 to the sales server 21 0 (40 A). The electronic receipt 
Issuing section 21 4 of the sales server 21 0 receiving the 
purchase request issues an order receive completion 
electronic receipt. 

[0103] As FIG. 28 shows, as well as in FIG. 2, on this 
electronic receipt, there are described information in- 
cluding an electronic receipt fonri at version number 1 00, 
an electronic receipt identifier 101 , an issuing date/time 
102, a re-delivery permission flag 103, a delivery con- 
tents Identifier 1 04, a delivery contents name 1 05, a user 
identifier 106, a sales site Identifier 107, a selling price 
108, a currency unit 109, a term of validity 110 and the 
limited number of times of re-delivery 111 , and further 
described a URL 141 of the delivery server 230, a URL 
142 of the accounting server 240, a sales server order 
receive completion flag 143 to be set when the sales 
server 210 has received an order on contents, an ac- 
counting server accounting completion flag 144 to be 
set when the accounting server 240 has completed the 
accounting, and a delivery server delivery completion 
flag 145 to be set when the delivery server 230 has de- 
livered contents. The electronic receipt issuing section 
214 issues an order receive completion electronic re- 
ceipt on which the sales server order receive completion 
flag 143 of the electronic receipt is set at "1 ". The deliv- 
ery server delivery completion flag 145 and accounting 
server accounting completion flag 1 44 on the order re- 
ceive completion electronic receipt remain at "0". 
[0104] Moreover, the electronic receipt issuing sec- 
tion 21 4 makes a hash cajculation using a one-way func- 
tion with respect to all data on an electronic receipt for 
attaching a digital signature to the electronic receipt, and 
encrypts the calculation value through the use of a pri- 
vate key common to the servers to append the encrypt- 
ed calculation value as a falsification check authentica- 
tion code 146 to the electronic receipt. The sales server 
210 transmits a purchase reply including this order re- 
ceive completion electronic receipt to the terminal 40 
(41). 

[0105] Upon receipt of the order receive completion 
electronic receipt, the terminal 40 activates an applica- 
tion for the download of the contents, and transmits a 
contents delivery request, together with the order re- 
ceive completion electronic receipt, to the delivery serv- 
er 230 on the basis of the delivery server URL 141 de- 
scribed on the order receive completion electronic re- 
ceipt (42). 

[0106] In the delivery server 230, the electronic re- 
ceipt verifying section 233 verifies the falsification check 
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authentication code 1 46 of the order receive completion 
electronic receipt included in the received contents de- 
livery request. This verification is nnade by making a va- 
lidity decision as to whether or not the value obtained 
by decrypting the falsification check authentication code s 
146 of the received order receive completion electronic 
receipt through the use of the private key common to 
the servers agrees with the calculation value of the hash 
calculation using the one-way function with respect to 
the electronic receipt contents other than the authenti- ?o 
cation code (the agreement shows the validity). If the 
validity is confirmed, it sees a table of the correspond- 
ence between the contents identifiers retained in the 
contents storage location managing section 232 and the 
URLs of the contents to seek the contents server 220 in 
which the contents described in the order receive com- 
pletion electronic receipt are to be stored, and transmits 
a transfer request on the contents to the contents server 
220 (43). In response to this, the contents server 220 
transfer the designated contents data (44) . The contents so 
data is encrypted in advance and stored in the contents 
server 220. 

[01 07] When the delivery server 230 receives the en- 
crypted contents data from the contents server 220, the 
delivery processing section 231 delivers the encrypted 
contents data to the terminal 40. At this time, the elec- 
tronic receipt issuing section 234 of the delivery server 
230, after completing the delivery of all thedelivery data, 
changes the delivery server delivery completion flag 1 45 
of the order receive completion electronic: receipt to "1 ", 30 
and makes a re-calculation for obtaining a falsification 
check authentication code to generate a delivery com- 
pletion electronic receipt having a new falsification 
cheek authentication code 146, and then transmits it to 
the terminal 40 (45). 35 
[0108] When the terminal 40 receives the encrypted 
contents data and the delivery completion electronic re- 
ceipt, the encrypted contents data is stored in the con- 
tents storing section 44, and the accounting requesting 
section 82 transmits, to the accounting server 240, an "to 
accounting request with the delivery completion elec- 
tronic receipt on the basis of the accounting server URL 
142 described on the electronic receipt (46). 
[0109] In the accounting server 240, upon receipt of 
the account request, the electronic receipt verifying sec- 
tion 243 verifies the falsification check authentication 
code 1 46 of the delivery completion electronic receipt in 
the above-mentioned manner. If the validity is con- 
finned, the accounting section 241 conducts the ac- 
counting on the condition described on the electronic re- so 
ceipt. Moreover, the electronic receipt issuing section 
244 changes the accounting server accounting comple- 
tion flag 1 44 to "1 and makes a re-calculation for a fal- 
sification check authentication to generate an account- 
ing completion electronic receipt with a new falsification 55 
check authentication code 146. The accounting server 
240 transmits, to the terminal 40, a contents decryption 
key corresponding to the contents Identifier described 



on the electronic receipt, managed in the decryption key 
managing section 242, and an accounting reply having 
the accounting completion electronic receipt generated, 
by the electronic receipt issuing section 244 (47). 
[0110] Upon receipt of the accounting reply, the ter- 
minal 40 puts the accounting completion electronic re- 
ceipt in the electronic receipt storing section 47. The re- 
ception of this accounting reply allows the already re- 
ceived encrypted contents data to be decrypted through 
a content decryption key included therein for the use 
thereof in the contents using section 43. 
[0111] Incidentally, although the description given 
here relates to an example in which the flag is set at "0" 
in the case of non-processing and is set at "1" for 
processing-completion with respect to the order receive 
infomnation, delivery completion information and ac- 
counting completion infonnation described on an elec- 
tronic receipt, it is also possible to employ a method in 
which processing completion date/time is set at the 
processing completion and an impossible value (for ex- 
ample, a minus value) is set as the date/time at the non- 
processing. 

[0112] In addition, if the electronic receipt verifying 
section 83 verifies the falsification check authentication 
code 146 of an electronic receipt through the use of a 
public key common to the servers, then even the termi- 
nal side can verify that the electronic receipt has been 
issued by the right server. 

[0113] Thus, even in a case in which a sales portal 
feature, delivery feature, contents data storage feature 
and accounting feature needed forthe contents delivery 
are placed in a plurality of servers in a state distributed 
through a network, a progressive situation of the pur- 
chase processing in the terminal can be managed on 
the basis of the processing completion information de- 
scribed on the electronic receipt, and each sen/er Is not 
required to keep communications among the servers 
with respect to the contents purchase by the terminal. 
Accordingly, the employment of the electronic receipt 
enables the flexible arrangement of a group of servers. 
[0114] As this embodiment, a description has been 
given of a sequence example in which the purchase re- 
quest/reply, contents delivery request/reply and ac- 
counting request/reply are conducted in this order as 
shown In FIG. 26, however, it is also possible to, for pur- 
chase control, employ a sequence in which the contents 
decryption key transmission and the accounting are 
conducted prior to the transmission of the encrypted 
contents data in the order of purchase request/reply, ac- 
counting request/reply and contents delivery request/re- 
ply, as shown in FIG. 27. In this case, lastly, a delivery 
completion electronic receipt is left as an electronic re- 
ceipt in the terminal. 

[0115] In addition, in the sequences shown in FlGs, 
26 and 27, it Is also appropriate to additionally employ 
a procedure in which the delivery server 230 and the 
tenninal 40 receiving an electronic receipt indicative of 
the completion of the processing by the accounting serv- 
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er 240 lastly transmits that electronic receipt to the sales 
server 210 and the electronic receipt verifying section 
213 of the sales server 210 perfomris the verification 

thereof. 

[0116] Still additionally, although, as described above .'5 
with reference to FIG, 28, as the information contents of 
the electronic receipt, the processing completion infor- 
mation 143, 144 and 145 in the servers are additionally 
recorded and the authentication code 146 is generated 
using a private key common to the server group, it is io 
also possible to employ a mode in which, as shown in 
FIG. 29, a private key is prepared for each server while 
public keys are previously opened to the public among 
the servers so that, at the completion of the processing 
in each server, the signature of each server is generated 
through the use of its own private key and additionally 
recorded. In this case, the verification of the authentica- 
tion code is made by perfonn the decryption through the 
use of the public key of a different server to make a de- 
cision on the identity of the hash calculation. 20 
[0117] Moreover, it can also be considered that, at the 
recording of the signature of one server, information ob- 
tained by encrypting the hash value of the information 
contents other than the signature portion through the 
use of the private key of the one server is additionally 25 
recorded as a signature as shown in FIG. 29, and that 
a signature obtained by encrypting the entire hash value 
including a signature of a different server affixed prior to 
the processing of one serverthrough the use of a private 
key of the one server is additionally recorded as shown 30 
In FIG. 30. Inthiscase, the progress situation of the con- 
tents purchase processing in the terminal can be man- 
aged through the digital signature described on the elec- 
tronic receipt. The signature mode of FiG. 29 does not 
depend upon the sequence of the purchase processing, 35 
whereas in the mode of FIG. 30, the purchase process- 
ing sequence becomes clear due to the signatures. Ac- 
cordingly, the mode of FIG. 30 is effective In a case in 
which the purchase processing sequence is strictly pre- 
scribed. 40 
[0118] Still moreover, it is also possible to employ a 
mode in which the processing completion information 
(sales server order receive completion flag, accounting 
server accounting completion flag, delivery server de- 
livery completion flag) and the server signatures (sales 4S 
server signature, accounting server signature, delivery 
server signature) are combined with each other as 
shown in FIG. 31. 

(Ninth Embodiment) 

[0119] As a ninth embodiment, a description will be 
given herelnbeiow of re-delivery processing of contents 
delivered according to the eighth embodiment. 
[01 20] ! n th is system as F ! G . 32 s h ows , th e term i n al 
40 includes an eiectronic receipt displaying section 45 
for displaying an electronic receipt 71 stored in the elec- 
ironic receipt storing section 47 or on the recording me- 



dia 70 and an electronic receipt selecting section 46 for 
selecting an electronic receipt when a request is made 
for re-delivery, 

[0121] The electronic receipt 71 stored on the record- 
ing medium 70 Is an electronic receipt stored on the re- 
cording media 70 for the purpose of backup of the elec- 
tronic receipt In the electronic receipt storing section 47, 
and at this storage, it is automatically overwritten if the 
electronic receipt with the same identification number 
exists previously on the recording media 70. 
[0122] FIG. 33 is an illustration of a re-delivery flow in 
this system. After the completion of the delivery shown 
in FIG, 26, when a need for the re-delivery of the con- 
tents occurs due to the loss of the contents or the like, 
the user displays, on the electronic receipt displaying 
section 45, the accounting completion electronic receipt 
stored in the electronic receipt storing section 47 or the 
recording media 70 to select wanted contents to be re- 
delivered after checking the term of validity of the re- 
delivery or the limited number of times of re-delivery. 
The electronic receipt selecting section 46 sends as re- 
delivery request including the selected accounting com- 
pletion electronic receipt to the delivery server 230 
(48 A). 

[0123] Upon receipt of the accounting completion 
electronic receipt, in the delivery server 230, the elec- 
tronic receipt verifying section 233 verifies the electronic 
receipt, and if it confirms the validity thereof, the re-de- 
livery processing section 231 checks, on the basis of the 
re-delivery permission flag, the limited number of times 
of re-delivery, the term of validity and others described 
on the accounting completion electronic receipt, wheth- 
er or notthe re-delivery request satisfies the re-delivery 
conditions, and if satisfied, makes a request to the con- 
tents server 220 for the contents described on the ac- 
counting completion electronic receipt (49A) to acquire 
the encrypted contents from the contents server 220 
(50) for transmitting it to theterminal40 (51). At this time, 
a new electronic receipt is not sent but only the encrypt- 
ed contents are re-sent thereto. 
[0124] Following this, in the terminal 40, the account- 
ing requesting section 82 sends an accounting request 
with the accounting completion electronic receipt to the 
accounting sever 240 (52). Upon receipt of the account- 
ing completion electronic receipt, in the accounting serv- 
er 240, the electronic receipt verifying section 243 veri- 
fies the electronic receipt. If the verification shows the 
validity, the accounting section 241 checks, on the basis 
of the contents described on the accounting completion 
electronic receipt, the re-dellvery request satisfies the 
re-delivery conditions, and if it satisfies the re-delivery 
conditions, skipsthe accounting (foravoiding the double 
accounting) and transmits, to the tenninal 40, an ac- 
counting reply to which appended is a contents decryp- 
tion key managed by the decryption key managing sec- 
tion 242 and described the electronic receipt (53). The 
temninal 40 decrypts the contents into a usable condi- 
tion. 
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[0125] FIG. 34 is an illustration of a re-delivery fiow 
corresponding to that of FIG. 27 showing the ninth em- 
bodiment. After the completion of the delivery in FIG. 
27, if the loss of the contents occurs, the accounting re- 
questing section 82 of the terminal 40 sends, to the ac- 
counting server 240, a re-delivery request in a state 
where the delivery completion electronic receipt is ap- 
pended thereto. This delivery completion electronic re- 
ceipt indicates the accounting completion by means of 
the accounting completion information orthe accounting 
completion signature. Accordingly, the accounting sec- 
tion 241 of the accounting server 240 skips the account- 
ing and hands over the content decryption key. Follow- 
ing this, the delivery completion electronic receipt is 
transmitted from the terminal 40 to the delivery server 
230, and the tenminal 40 receives the re-delivery of the 
encrypted contents. 

[0126] As described above, In a system in which a plu- 
rality of servers sharing the contents delivery work are 
arranged in a state distributed through a network, it is 
possible to achieve the efficient contents re-delivery 
through the use of the electronic receipt. 

(Tenth Embodiment) 

[0127] As a tenth embodiment, a description will be 
given hereinbelow of a case In which a terminal makes 
an accounting request and a decryption key request 

through separate messages. 

[01 28] In this system, as FIG. 35 shows, the terminal 
40 includes a decryption key requesting section 84 for 
making a request to the accounting server for a decryp- 
tion key. The other configuration is the same as that of 
the eighth embodiment (see FIG. 25). 
[01 29] FIG. 36 is a sequence illustration of a delivery 
flow In this system, where the flow from a purchase re- 
quest (40A) to the reception (45) of contents data Includ- 
ing a delivery completion receipt is the same as that de- 
scribed in the eighth embodiment with reference to FIG. 
26. However, as FIG. 37 shows, onto this electronic re- 
ceipt, there is added an accounting server key delivery 
completion flag 147 which is set when the accounting 
server 240 finishes the delivery processing of a decryp- 
tion key. 

[0130] When the terminal 40 receives the encrypted 
contents data and the delivery completion electronic re- 
ceipt, the encrypted contents data is put In the contents 

storing section 44, and the decryption key requesting 
section 84 transmits; to the accounting server 240, a 
contents decryption key request to which the delivery 
completion electronic receipt is appended (60). 
[0131] Upon receipt of the contents decryption key re- 
quest, in the accounting server 240, the electronic re- 
ceipt verifying section 243 verifies the delivery comple- 
tion electronic receipt and, If the verification shows the 
validity, retrieves, from the decryption key managing 
section 242, a decryption key for the contents corre- 
sponding to the contents identifier described on the 



electronic receipt. Moreover, the electronic receipt issu- 
ing section 244 changes the accounting server key de- 
livery completion flag 147 of the delivery completion 
electronic receipt to "1 ", and makes a re-calculation for 

5 obtaining a falsification check authentication code, and 
further generates a key delivery completion electronic 
receipt with a new falsification check authentication 
code. The accounting server 240 transmits, to the ter- 
minal 40, the decryption key taken out from the decryp- 

10 tion key managing section 242 and a contents decryp- 
tion key reply with the key delivery completion electronic 
receipt generated by the electronic receipt Issuing sec- 
tion 244 (61). 

[01 32] Upon receipt of the contents decryption key re- 
's ply, in the terminal 40, the accounting requesting section 
82 transmits an accounting request with the key delivery 
completion electronic receipt to the accounting server 
240 (62). Upon receipt of the accounting request, in the 
accounting server 240, the electronic receipt verifying 
20 section 243 checks the validity of the key delivery com- 
pletion electronic receipt, and if the verification shows 
the validity, the accounting section 241 Implements the 
accounting according to the condition described on the 
electronic receipt. Moreover, the electronic receipt issu- 
25 ing section 244 changes the accounting server account- 
ing completion flag 144 of the key delivery completion 
electronic receipt to "1", and makes a re-calculatipn for 
obtaining a falsification check authentication code to 
generate an accounting completion electronic receipt to 
50 which a new falsification check authentication code 146 
is appended. The accounting server 240 transmits, to 
the terminal 40, an accounting reply with the accounting 
completion electronic receipt generated by the electron- 
ic receipt issuing section 244 (63). 
35 [0133] In the terminal 40, at the time of the reception 
(61) of the contents decryption key reply including the 
contents decryption key, or at the time of the reception 
(63) of the accounting reply, the decryption of the con- 
tents becomes possible. The selection of the Initiation 
4G time of the contents decryption depends on terminal ar- 
rangement or system requirements. 
[0134] FIG. 38 is an illustration of an electronic receipt 
format to be taken for when a signature, in place of the 
processing completion flag, is added onto an electronic 
^5 receipt. Naturally, it Is also possible to use both the 
processing completion information and the signature. 
[0135] In this system, since an accounting request Is 
transmitted from the tenninal to the accounting server 
after the arrival of a decryption key at the terminal, the 
5Cf accounting server can confirm the arrival of the decryp-: 
tion key at the terminal and further conduct the account- 
ing. Accordingly, even if some trouble occurs, it is pos- 
sible to avoid the event that the terminal cannot decrypt 
the contents when the accounting reaches completion. 

55 

(Eleventh Embodiment) 

[0136] As an eleventh embodiment, a description will 
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be given herein beiow of re-deiivery processing on the 
contents delivered according to the tenth embodiment. 
[0137] FIG. 39 is an iiiiistration of a configuration of 
this system. The difference from the tenth embodtnnent 
(FiG. 35) Is that the terminal 40 includes an eiect^onic 
r&ceipt dispSaying section 45 for displaying an electronic 
receipt 71 and an electror^ic receipt selecting section 46 
for selecting an eiectrcnic receipt on a re-dellvery re- 
quest. 

[01 38] FIG. 40 is an illustration of a re-deUver^' flow in 
this systesm. After the comptetion of the contents delivery 
according to the processing flow shown in FIG. 36, if a 
need for the re-deiivery of the contents occurs beca-jse 
of the loss of the contents or the like, a contents re-de- 
ilvery request Including the accounting compleiion eiec- 
tronsc receipt on the re-delivsr-desired contents seiect- 
ed in the electronic receipt selecting section 46 is given 
to the delivery server 230, and only the encrypted con- 
tents are again sent from the contents server 220 to the 
terminal 40. 

[0139] Following this, the decryption key requesting 
section 84 of the terminal 40 sends an accounting com- 
pletion electronic receipt appended contents decryption 
key request to the accounting server 240, and the ac- 
counting server 240 sends back a contents decryption 
key reply including only the requested contents decryp- 
tion key to the terminal 40. The accounting requesting 
section 82 of the tenninal 40 sends an accounting com- 
pletion electronic receipt appended accounting request 
to the accounting server 240, and the accounting server 
240 skips the accountin g and sends back an accounting 
reply to the terminal 40. 

[0140] This procedure enables the re-delivery of the 
contents in a case in which the accounting request and 
the decryption key request are separated from each oth- 
er. 

(Twelfth Embodiment} 

[01 41 ] As a twelfth embodiment, a description will be 
given hereinbelow of a case of making an accounting 
request after a terminal makes an accounting ready re- 
quest to an accounting server. 

[0142] This accounting ready request is made in order 
to, when the terminal makes a request for settlement 
processing through a network to the server, confirm the 
fact that the server is in a nomnal operation and match 
the operations of the tenninal and the server with each 
other. The configuration of this system is the same as 
that according to the tenth embodiment (FIG. 35) or the 
eleventh embodiment (FIG. 39). 
[0143] FIG. 41 is an illustration of a delivery flow in 
this case, A purchase request is issued from the terminal 
40 to the sales server 210 (40A), a purchase reply in- 
cluding an order receive completion electronic receipt is 
transmitted from the sales server 21 0 to the temninal 40 
(41). 

[0144] As FIG. 42 shows, this electronic receipt in- 



cludes a sales serv\ir order rfsceive completion flag 1 43, 

an accounting server key deiivery flag 1 47, a delivery 

server delivery completion flag 145, an accounting sejv- 

er accounting ready completion flag 148 and an ac- 

5 counting server accounting completion fiag 1 44, On the 

order receive completion electronic receipt, only the 

sales server order receive completion fiag 143 is set at 
II i| II 

[0145] On the reception of the order receive comple- 
te tion electronic receipt, the temninal 40 activates an ap^ 
plication for the download of the contents. The decryp- 
tion key requesting section 84 of the terminal 40 trans- 
mits, to the accounting server 240, a contents decryp- 
tion key request to which the order receive completion 
^5 electronic receipt is appended (64). 

[0146] Upon receipt of the contents decryption key re- 
quest, the accounting server 240 sets the accounting 
server key delivery flag 147 of the order receive com- 
pletion electronic receipt to "1 " to generate a key deliv- 
20 ery completion electronic receipt, and transmits, to the 
terminal 40, a contents decryption key reply to which ap- 
pended are the key delivery completion electronic re- 
ceipt and the contents decryption key (65). 
[0147] When the terminal 40 receives the decryption 
25 key reply, the delivery requesting section 42 transmits, 
to the delivery server 230, a contents delivery request 
to which the key delivery completion electronic receipt 
is appended (66), In responseto this, the delivery server 
230 acquires the encrypted contents from the contents 
30 server 220 (67. 68), and generates a delivery comple- 
tion electronic receipt, that is, sets the deliver server de- 
livery completion flag 1 45 of the key delivery completion 
electronic receipt to '^1", and further transmits the en- 
crypted contents data including this delivery completion 
35 electronic receipt to the terminal 40 (69). 

[0148] When the terminal 40 receives the encrypted 
contents data, the accounting requesting section 82 
transmits an accounting ready request including the de- 
livery completion electronic receipt to the accounting 
40 server 240 (70). When the accounting server 240 re- 
ceives the accounting ready request, the electronic re- 
ceipt issuing section 244 sets the accounting server ac- 
counting ready completion flag 1 48 of the delivery com- 
pletion electronic receipt to "1" to generate an account- 
's ing ready completion electronic receipt, and the ac- 
counting section 241 transmits an accounting ready re- 
ply including this accounting ready completion electron- 
ic receipt to the terminal 40 at the accounting ready 
made stage. 

so [0149] When the terminal 40 receives the accounting 
ready reply, the accounting requesting section 82 trans- 
mits an accounting request including the accounting 
ready completion electronic receipt to the accounting 
server 240, 

55 [0150] When the accounting server 240 receives the 
accounting request, the accounting section 241 con- 
ducts the accounting, and the electronic receipt issuing 
section 244 sets the accounting server accounting com^ 
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pietion flag 1 44 of the accounting ready completion elec- 
tronic receipt to "1" to generate an accounting comple- 
tion electronic receipt. The accounting section 241 
transmits an accounting ready reply including this ac- 
counting ready completion electronic receipt to the ter- 
minal 40. 

[0151] Thus, after an accounting ready request is 
made from the terminal 40 to the accounting server 240, 
an accounting request is made, thereby accomplishing 
smooth accounting In the accounting server 240. 
[01 52] FIG. 43 is an illustration of an electronic receipt 
format to be tal<en in a case in which, in place of the 
processing completion information flag, a signature is 
given to an electronic receipt. It is also possible to use 
the procession completion information and the signa- 
ture with respect to an electronic receipt. 

(Th irt 43enth t^mbodirrsent) 

[0153] As a thirteenth embodiment, a description will 
be given hereinbeiow of a system in which an account- 
ing server issues a decryption title deed (decryption 
claim certificate) forming another electronic data in ad- 
dition to an electronic receipt. 

[0154] This decryption title deed is for certifying the 
right of a user in decrypting encrypted contents for re- 
generation and use, and allows the use of the contents 
in the tenmlnal 40. 

[01 55] In this system, as FIG. 44 shows, the account- 
ing server 240 includes a decryption title deed issuing 
section 245 for issuing a decryption title deed, and the 
terminal 40 includes a decryption title deed managing 
section 85 for writing a received decryption title deed 86 
in recording media 70 and for managing it. The other 
configuration is the same as that of the tenth embodi- 
ment (FIG, 35). 

[0156] FIG. 45 is ap iliustration of a delivery flow in 
this system. The difference of this procedure from the 
delivery flow (FIG. 36) according to the tenth embodi- 
ment is that, when receiving a contents decryption key 
request (60), the accounting server 240 transmits, to the 
terminal 40. a decryption title deed issued by the decryp- 
tion title deed issuing section 245, together with a con- 
tents decryption key and a key delivery completion elec- 
tronic receipt, as a contents decryption key reply (61'). 
[0157] As FIG. 48 shows, on the decryption title deed, 
the decryption title deed issuing section 245 describes 
a decryption title deed fonn at version 150, a decryption 
title deed identifier 151 , issuing data/time 1 52, a delivery 
contents identifier 153, a delivery contents name 154, a 
user identifier 155 and a falsification check authentica- 
tion 156. 

[0158] Upon receipt of this contents decryption key re- 
ply, In the tenninal 40, the decryption title deed manag- 
ing section 85 writes the received decryption title deed 
on recording media 70 and manages it, and the account- 
ing requesting section 82 transmits an accounting re- 
quest including the key delivery completion electronic 



receipt to the accounting server 240. in response to this 
accounting request, the accountingserver240 conducts 
the accounting and transmits an accounting reply In- 
cluding an accounting completion electronic receipt to 
s the terminal 40 When the terminal 40 decrypts the con- 
tents in response to the accounting reply, the decryption 
title deed managing section 85 erases the decryption 
title deed. 

[0159] That is, the decryption title deed is hejd until 
^0 the contents decryption reaches completion and is 
erased after the decryption. Accordingly, the decryption 
title deed is not put to use when the contents are deliv- 
ered in the normal condition. However, there is a possi- 
bility that the accounting replay to the accounting re- 
^5 quest does not reach the terminal 40 for some reason 
(deterioration of radio communication function, or the 
like), for example, as shown in FIG. 46. At this time, if a 
reply waiting timer of the terminal 40 enters a time-out 
state or if a user conducts some operation (initiation of 
20 communication, or the like) after the cutoff of communi- 
cation, the accounting requesting section 82 re-sends 
the accounting request to the accounting server 240. In 
this case, the accounting requesting section 82 appends 
a key delivery completion electronic receipt and a key 
delivery completion electronic receipt to the accounting 
request to be re-sent. 

[0160] When the decryption title deed is appended to 
the accounting request message, the accounting sec- 
tion 241 of the accounting server 240 verifies the falsi- 

30 fication check authentication code 1 56 of the decryption 
tile deed and then sends back an accounting reply in- 
cluding the accounting completion electronic receipt to 
the terminal 40 in a non-accounting condition. 
[0161] Thus, since the decryption title deed is ap- 

35 pended to the accounting request to be re-sent, it is pos- 
sible to prevent the double accounting. In this case, if 
the accounting sender 240 receives an accounting re- 
quest in a state where the decryption title deed is not 
included therein, the double accounting takes place as 

40 shown in FIG. 47. In orderto avoid such a situation, the 
accounting server 240 is required to fully seize and man- 
age the purchase state in the tenninai 40. However, the 
employment of the decryption title deed eliminates the 
need for the management in the accounting server 240. 

^5 That is, the decision as to whether or the terminal 40 
has finished the decryption processing can be made on 
the basis of only whether or not the decryption title deed 
remains. 

[0162] As described above, in a case in which the pur- 

50 chase processing sequence is set such that the decryp- 
tion processing is conducted after the accounting, a 
state in which the accounting finishes and non-decryp- 
tion occurs, the decryption title deed remains on the re- 
cording media; therefore, the user can again make the 

55 decryption requesit in a valid but no-accounting condi- 
tion, which more surely contributes to securing the us- 
er's right (the right of decrypting the enciypted contents 
for the reproduction and use thereof). 
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[0163] In addition, the employment of the decryption 
title deed enables the omission of the purchase state 
management on the server side. 
[0164] Still additionally, in a manner that the decryp- 
tion title deed is written in a memory or recording media 
inaccessible through an external operation by the termi- 
nal user and the decryption processing and decryption 
title deed erasing are automatically conducted as inte- 
grated processing in the interior of the tenninal, it is pos- 
sible to prevent the decryption title deed from being il- 
legally used by user's illegal operation. The integrated 
processing signifies thatthe programs forthe decryption 
processing and the decryption title deed erase process- 
ing are integrated with each other so that the decryption 
becomes valid after the completion of the erase 
processing or a flag indicative of the completion of the 
erase processing is set to permit the decryption only 
when the flag is in the set condition. 
[0165] It is also appropriate that, as FIG. 49 shows, 
the decryption title deed comprises a decryption title 
deed fomnat version, an electronic receipt identifier and 
a falsification check authentication code 156. 

(Fointeenth Embodiment) 

[01 86] As a fourteenth embodiment, a description will 
be given hereinbelow of a case in which a delivery serv- 
er Issues a decjyption title deed. 
[0167] In this system, as FIG. 50 shows, the delivery 
server 230 includes a decryption trtie deed issuing sec- 
tion 235. The contents of the decryption title deed to be 
issued are the san^e as those in the thirteenth embodi- 
ment (RG. 48 or 49). 

[0168] FIG. 51 is an iliustration of a delivery fiovv' of 
this system. This corresponds to the delivery flow ac- 
cording to the eighth embodiment (FIG. 26). When 
transmitting encrypted contents to the terminal 4D, the 
delivery server 230 transmits a decryption title deed to- 
gether with the encrypted contents data or together with 
a delivery completion electronic receipt after the com- 
pletion of the transmission of the enciypted contents da- 
ta. The decryption title deed managing section 85 of the 
terminal 40 writes the received decr/ption title deed in 
the recording media 70 and manages it, 
[01 69] r\G, 52 is an iiiustration of the use of the de- 
cryption titie deed, if an accounting request including an 
accounting completion electronic receipt and a contents 
decryption key transmitted by the accounting server 24-0 
in response to an accounting request from the iermlnal 
40 does not reach the terminal 40, the terminal 40 re- 
sends the accounting request together with a delivery 
completion electronic receipi and a decfypiion title 
deed. The accounting server 240 transmits the account- 
ing reply including the accounting completion electronic 
receipt and the contents decryption key to the ierrninai 
40 without doubie accounting. 

[01 70] Thus, in a case in which the purchase process- 
ing sequence is set such thatthe decryption processing 



is made after the accounting, when the accounting 
reaches completion but the decryption of the contents 
is difficult, the decryption title deed can protect the user's 
right. 

5 [0171] In addition, the employment of the decryption 
title deed can eliminate the need for the management 
of the purchase state of each terminal 40 on the server 
side,: That is, the presence of the decryption title deed 
in the terminal 40 shows that the decryption is in a state 

10 before the completion, while the absence of decryption 
title deed enables the recognition of the completion of 
the description. 

[0172] For the timing of the transmission of the de- 
cryption title deed from the server side to the terminal 

'5 40, various patterns can be taken in addition to the 
aforesaid pattern shown in FIG. 45 and the aforesaid 
pattern shown in FIG. 51 . FlGs. 53Ato 55C show a total 
of thirteen other patterns. In FIGs. 53A to 55G, the "serv> 
er" written here also signifies a plurality of servers as 

20 well as the cases shown in FIGs. 45 to 47, 51 and 52, 
but they are shown as one in a state united forthe con- 
venience of illustration only. 

[0173] Although the eighth to fourteenth embodi- 
ments have been described about delivery methods in 
^.'5 systems comprising a plurality of servers, these meth- 
ods can be considered as methods in processing sec- 
tions of the servers ^ and are applicable irrespective of 
the number of servers. 

[0174] As obvious from the above description, since 
^0 the contents delivery methods according to the present 
Invention utilize an electronic receipt and/or decryption 
title deed which are electronic data, it is possible to en- 
hance the efficiency of the delivery processing or re-de- 
livery processing of contents. 
^5 [0175] With the methods, it is possible to reduce the 
number of times of communication between the userter- 
minal and the server(s), and to achieve high-security 
and high-reliability contents delivery/re-dellvery 
processing with simple terminal operations, 
-^t? [0176] In addition, also in a system in which a plurality 
of servers arranged in a state distributed through a net- 
work conduct the contents delivery while sharing the 
wo r k, it is p ossib I e to accomp I ish th e de t ive ry/re-del ivery 
of contents with high security and high efficiency. 

4S 

Clams 

1 . A contents delivery method of delivering contents 
50 from a server through a network to a tennlnal, when 
receiving the delivery of said contents, said terminal 

retaining an electronic receipt including at least its 
own identifier, an identifier of said contents pur- 
chased, an identifier of said terminal or a user pos- 
55 sessing said termiriaj and information on purchase 
or issuing date/time, issued by said server, and 
when making a request to said server for re-dejivery 
of said contents, said terminal sending said elec- 
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tronic receipt to said server. 

2. The Gonte'^ts delivei-y method according to cialm 1 , 
Vv'herein said server transmits said electronic re- 
ceipt to said tejrninaS when receiving a delivery -5 
con-spletion notification from said terminal to which 
said contents are delivered. 

3- The contents delivery metliod according to claim 2, 
wherein said server does not issue said electronic io 
receipt when receiving a delivery completion notifi- 
cation from said terminal to which said contents are 

rs-G'elivered. 

4„ The contents delivery method according to claim 2, 
wherein, when receiving a delivery completion no- 
tification from said temiinal to which said contents 
are re -delivered, said server newsy issues said eiec- 
trohb receipt and Invalidates the old electronic re- 
ceipt. 50 

5. The contenis de^iivery method according Ic ciaim 1 , 
wherein said server reiatns data of said electronic 
recelp! issued as a receipt e^ntity and, when receiv- 
ing an elecEronie receipt -Yorri said terminal which ^5 
makes a request for re-deiivery of said contents, 
collates the r-jceived electronic receipt with said re- 
ceipt entity for verifying said electronic receipt. 

6. The contents delivery method according to claim 1 , so 
wherein said cserver issnjes said eieetrenic receipt 

to which an authentication code (MAC) is append- 
ed. 

7. The contents delivery nfsethod according to claim 6, 35 
wherein said authentication cocSe is obtained by 
making a hash calculation using a ofie-way function 
and an encryption with respect to data of said eiec- 
tronic receipt. 

4G 

8. The contents delivejy method according to claim 6, 
y*fherstn said server retains only said authentication 
code of said electronic receipt issued, and when re- 
ceiving an electronic receipt from said termirmi 
which makes a request for re-delivery of said con- ^« 
tents, collates an aiithentication code appended to 
said electronic receipt with the retained authentica- 
tion code for verifying said electronic receipts 

9. The contents delivery method according to claim 6, -^o 
wherein, when receiving an electronic receipt from 
said terminal which makes a request for re-delivery 

of said contents, said server collates an authentica- 
tion code generated from the received electronic re- 
ceipt with said authentication code appended to 
said electronic receipt for verifying said electronic 
receipt. 



10> The contents cieNvery method according to cialm 1 . 
Vv'hereln, when receiving said electronic receipt 
from said server, said terminal transmits, to said 
server, confirmation information representative of 
the fact that said electronic receipt arrives thereat,: 

11. The contents delivery method according to claim 
1 0, wherein said tsm^inal transmits the received 
electronic receipt as said confirmation information 
to said server 

12i; The contents delivery method according to claim 
10, wherein said terminal transmits an authentica- 
tion code appended to the received electronic re- 
ceipt as said confirmation information to said server. 

13. The contents delivery method according to claim 
10, wherein said terminal transmits an Identifier of 
the received electronic receipt said confimriation in- 
fo nnati on to said server 

14. The contenis delivery method according to c]ii\vr. 1 , 
wherein said server issues said electronic receipt; 
on which a re-delivery condition Is described, to said 
terminal. 

15. The contents delivery rr^ethod accordlr^g io claim 
14^ wherein the nurtiber of times of re-delivery Is (Inv 
Ited as said re-dellvery condition . 

16. The contents delivery methocJ aoocrding >o claim 
14, wherein a te?m of validity is set with respecl to 
said electronic receipi as said re-delivery condition, 

17. The contents delivery rrsethod according to cialnfi 1 , 
wherein said server issues said electronic receipt, 
on which a price of re~delivery Is described, to said 
terminal. 

18. The contents delivery method according to claim 
1 7, wherein said re-delivery price is changed in ac- 
cordance with the number of times of re-delivery, 

19. The contents delivery rrsethod according to claim 
17, wherein said re-deltve?y price is changed in ac- 
cordance with the lime elapsed from the initial de- 
livery of said contents. 

20. The contents delivery method according to claim 
1 7. wherein said re-delive?y price is calculated from 
a price equation, and an identif ierfor identifying said 
price equation and a parameter needed for the cal- 
cijlation are described on said electron ic receipt. 

21. The contents delivery method according to claim 
1 4;. wherein said serversets a plurality of Initial pric- 
es With respect to contents to be delivered, accord^- 
Ing to conditions of re-delivery of said contents so 
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that a user is permitted to selKcl one of them. 

22. The contents delivery method according to claim 1 , 
wherein a description on said electronic receipt ir^ 
eludes a description reprsssentcstive of the occur- 
rence or p.o occurrences of damage to bq\6 cpntsnts, 
and said server makes re-delivery of jsaid contents 
only when the damage to said contents is recog- 
nized from said descripiion on said eiectronic re- 
ceipt. 

23. The contents delivery method according to claim 1 , 
wherein, when a normal use of said contents is dif- 
ficult at the time of use of said contents, said termi- 
nal automatically transmits said electronic receipt 
to said server for making a request for re-delivery 
of said contents. 

24. The contenli? delivery method according to claim 1 , 
wh&rein. fer making a requesi for refund on said 
contents df^iivered, said terminal erases said con- 
tents and desscnbes the U^ot of the erasion on said 
efectror.ic receipt, and transmits said electronic rs- 
ceipi to sajd server to make the refund request. 

25. The contents delivery rsiethpci according to ciaim 1 
wherein said server transmits one of said electronic 
receipt and a teiilative electronic receipt to said ter- 
mjnal before delivering said contents to said termi- 
r^ai, 

26. The contents deilvery method according to ciasrn 1 , 
wherein said server transr?"} its one of said electronic 
receipt and a tentative electronic receipt when re- 
ceiving a contents purchase request from said Ixir- 
minal, and on the basis of the reception of said elec- 
tronic receipt or said tentative electronic receipt, 
said tG-rminal -sctivates an applicatfon taken for re- 
ceiving the delivery of said contents. 

27. The contents delivery method according to claim 
25, wherein said server describes a URL indicative 
of a storage location of the delivered contents in 
said server, on said electronic receipt or said tenta- 
tive electronic receipt, and said terminal gains direct 
access to sajd URL in making a request for one of 
delivery and re-dellvery of said contents. 

23. The contents delivery method according to claim 
25, wherein said server describes a URL indicative 
of a program for conducting delivery processing in 
said server on said electronic receipt or said tenta- 
tive electronic receipt, and said terminal makes a 
request for one of delivery and re-delivery of said 
contents with respect to said URL, 

29. The contents delivery m€5!hod according to claim 
2S, wherein said server describes a URL indicative 



ot a program ror conducting one of accounting 
processing and credit processing in said server on 
said electronic receipt or said lentative eieclronic 
receipt, and said temiinai makes a request for ac- 
5 counting processing connected with the contsntsj 
delivery with respect to said URL. 

30. The contents delivery method according to ciaim 1 , 
wherein said terminal transmits a pr^jdetemined 

10 number of electronic receipts coliccltvely lo said 
server to maKe a request for del -very of other con- 
tents. 

31 . The contents deiiveiy method according to clesim 1 , 
15 wherein said setver conducts accounting process- 
ing connected with a contents delivery request 
through the use of an electronic receipt on contents 
different from said contentSj trans$r?iiited fror?"? said 
terminal. 

32. A.contents delivery method of delivering contents 
from a server through a network to a tenninal, said 
server including at least a contents list presenting 
section for generating a list display menu on said 

35 contents, a sales processing section for> after said 
contents are transmitted to said tenninal, accepting 
a contents purchase request signal from said termi- 
nal and making a reply, a delivery processing sec- 
tion for receiving a delivery request signal from said 

50 terminal and transmitting contents data to said ter- 
minal, an accounting section for receiving an ac- 
counting request signal from said terminal and con- 
ducting accounting, and a communication process- 
ing section for making a connection of said contents 

35 list presenting section, said sales processing sec- 
tion, said delivery processing section and said ac- 
counting section to sajd network to enable commu- 
nications with said terminal, wherein each process- 
ing section of said server including said sales 
processing section, said delivery processing sec- 
tion and said accounting section conducts process- 
ing corresponding to a request signal from said ter- 
minal and then transmits an electronic receipt in- 
cluding processing completion information, related 

45 to said each processing section, to said terminal, 
while said terminal receives said electronic receipt 
and transmits a request signal, to which said elec- 
tronic receipt is appended, to said server. 

50 33. The contents delivery method according to claim 
32, wherein a common signature obtained by en- 
crypting a hash value of contents of infonnation on 
said electronic receipt through the use of a private 
key common to said each processing sections is ap- 

55 pended to said electronic receipt, and when receiv- 
ing a request signal including said common signa- 
ture appended electronic receipt from said terminal, 
said each processing section verifies said common 
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signature included in said electronic receipt and ex- 
amines said processing connpletion information in- 
cluded in said electronic receipt before conducting 
its own predetemiined processing. 

34. The contents tieilvery method according to dairn 
32, wherein said processing completion informfSlion 
includes order receive completion information, d&- 
Wvery compietion information and accounting corrs- 
plssiipn inforrr^ation. 

35. The contei-jts deliven/ method accordir-g to claim 
32, wherein said processing cGmpietion information 
includes order receive oompietion information, de- 
livery compietion information, decryption koy deliv- 
ery completion information and accounting cempie- 
tion Information, 

36. The contents delivery method according to claim 
32, wherein said processingcompletion information 
includes order receive completion information, de- 
livery compietion information, decryption key deliv- 
ery completion information, accounting ready com- 
pletion information and accounting completion in- 
formation. 

37. A contents delivery method of delivering contents 
from a server through a network to a terminal, said 
server including at least a contents list presenting 
section for generating a list display menu on said 
contents, a sales processing section for, after said 
contents are transmitted to said terminal, accepting 
a contents purchase request signal from said termi- 
nal and making a reply, a delivery processing sec- 
tion for receiving a delivery request signal from said 
terminal and transmitting contents data to said ter- 
minal, an accounting section for receiving an ac- 
counting request signal from said terminal and con- 
ducting accounting, and a communication process- 
ing section for making a connection of said contents 
list presenting section, said sales processing sec- 
tion, said delivery processing section and said ac- 
counting section to said network to enable commu- 
nications with said temiinal, wherein each process- 
ing section of said server including said sales 
processing section, said delivery processing sec- 
tion and said accounting section conducts process- 
ing corresponding to a request signal from said ter- 
minal and then transmits, to said terminal, an elec- 
tronic receipt to which appended is a unique 
processing section signature obtained by encrypt- 
ing a hash value of information contents on said 
electronic receipt through the use of a private key 
unique to said each processing section, while said 
tennlnal receives said electronic receipt and trans- 
mits a request signal, to which said electronic re- 
ceipt is appended, to said server. 



38. The contents delivery method according to claim 
37, wherein, when receiving a requestsignal includ- 
ing said unique processing section signature ap- 
pended electronic receipt from said terminal, said 

s each processing section verifies said unique 
processing section signature Included in said elec- 
tronic receipt on the basis of a public key opened to 
the public by said each processing section before 
conducting its own predetennined processing, 

10 

39. The contents delivery method according to claim 
37, wherein said unique processing section signa- 
ture includes order receive completion signature, 
delivery completion signature and accounting com- 

is pletion signature. 

40„ The contents delivery method according to claim 
37, wherein said uniquei processing section signa- 
ture inciudes order r^jceive cornpietiort signature. 
20 deliver/ compietion signature, decryption key detiv-, . 
Q\y completion signature and accounting comple- 
tion signisture. 

41. The conlentsi delivery m&thcd according to claim 
37s wherein said unique processing section signa- 
ture includes order receive completion signature, 
delivery completion signature, decryption key deliv- 
ery corripletion signature., accounting ready com- 
pieiiors slgr-ature and accounting compietion signa- 

30 ture. 

42. The conts:-nts deiivery meti'ioci according to claim 32 
or 37, where if! said each processing section or said 
server is arranged as an Independent ser^/er and 

35 connected through said network to tho olher 
processing sections 

43. The contents delivery method according to claim 32 
or 37, wherein, when newly receiving an electronic 

40 receipt, said terminal overwrites the new electronic 
receipt on the previously received electronic re- 
ceipt. 

44. A cantents deiiveiy metJiod ot delivering conients 
45 from a server through a netvvork to a teEmlnai , said 

server sends, to said terminal, a decryption title 
deed which certifies that said terminal has a right of 
conducting decryption processing on encrypted 
contents, before conducting accounting 1 herein 

50 

45. The contents delivery method according to claim 

44, wherein said terminal makes the decryption only 
when said terminal makes an accounting request to 
said server and said server makes an accounting 

55 reply to said temiinal. 

46. The contents delivesry method according to claim 

45, wherein said terTTiinal conducting said deciyp- 
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tion processing on said encrypted contents and 
erases said decryption title deed after said decrypt 
tion processing is conducted. 

47 > The contents deSivery method according to claim ^ 
45, vviierein. when making a re-accountlr.g reqiiestj 
said tetmlna! appends said decryption titie deed; to 
said accounting request, and when receiving said 
re-accounting requesttrom said terminal, said serv- 
er transmits an accoiinlfng reply to said terminal 
without condaellng accounting. 

48. The contents delivery method according to ciaim 
44. wherein said deci^ption title deed inciijdes at 
least a contents identifier, an identifier of one of a ^5 
user and said temilnai and accounting date and 
time. 

49. The contents delivery method according to claim 
44, wherein said decryption title deed includes at 
least an identifier of an eiectronic receipt. 

50. The conisntK delivery method according to claim 
44, Vv^herein a digital signatitre using a private key 

of said server is added to sm6 decryption title deed. ^5 

51 . A server for isse in a contents delivery system of 
delivering contenis frorrs said server through a net- 
work to a terrrsinai, comprising: 

means for issuing an electronic receipt includ- 
ing at least its own identifier, an identifier of con- 
tents purchased by said terminal, an identifier 
of one of said temninal and a user, and informa- 
tion on one of purchase date/time and issuing S5 
date/time; and 

rfieans for transmitting said €?lectronic receipt 
to said terr-iinai, 

52. A server for usq In a contents dsiivery system of 
delivering contents from said server through a net- 
work to a terminaL comprising: 



section to said nelwcrk -o enabie communica- 
tions with ss^id terminaL 

wherein each processing soction of said sen/- 
or including said salos processtng seoiion, said de- 
itvery processing section and said accounsing sec- 
tion conducts processing corresponding to a re- 
quest signal from said terminal and then transmits 
an electronic receipt: inck-ding proceKssng compio- 
tion informalicn. related to said each processing 
s-ectton, \o saicj -erminal- 

A sojver for use in a conter-is dollvery system of 
o:eiivTiring contents from said seiver through a net- 
work to a terminal, comprising: 

a cornents Hst pressenting section for generating 
at ieast a contents list display menu; 
a sales processing section for recerving a pur- 
chase recuesioignai from said terminai and for 
making a reply thereto; 

a delivery processing section for receiving a de- 
livery request from said teri^^inai and for trans-, 
mitting contents data to saici tem'ilnal; 
an aGGOuriting sectiorvfor receivir^g an account- 
ing request signal from said terminal to conduct 
accounting; and 

a communication processing section for mak- 
ing a connection of said sales processing sec- 
tion, said ds livery processing section and said 
accounting section to said network to enable 
communications with said temilna!, 

wherein each processing section of said serv- 
er including said sales processing section, said de- 
livery processing section and said accounting sec- 
tion conducts processing corresponding to a re- 
quest signal from said terminal and then transmits, 
said tern^inal, an eiectronic receipt to which ap- 
pended is a unique processing section signature 
obtained by enctypting a hash value of intormatiGn 
contents on said eiectronic receipt through the use 
of a private key unique to said each processing sec- 
tion. 

54. A server for use in a contents delivery system of 
delivering contents from said server through a net- 
work to a terminal, comprising means for transmits 
a decryption title deed, which certifies that said ter- 
minal has a right of conducting decryption process- 
ing on encrypted contents, to said terminal before 
conducting accounting in said server^: 

55. A termir!al for use In a contenis deliven^^ system of 
delivering contontsfrom a server through a network 
■o said terminal, comprising: 

means for restaining an electronic receipt includ- 



a contents list presenting section for generating 
at least a contents list display nrienu; 
a sales processing section for receiving a pur- 
chase request signal from said terminal and for 
making a reply thereto; 

a delivery processing section for receiving a de- 
livery request from said terminal and for trans- 5c; 
mitting contents data to said terminal; 
an accounting section for receiving an account- 
ing request signal from said terminal to conduct 
accounting; and 

a communication processing section for mak- 
ing a connection of said contents list presenting 
section, said sales processing section, said de- 
livery processing section and said accounting 
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ing its owr- identifier, an identifier cf said con- 
tents purchased, BH (den-ifier of one of said ter- 
mina; arid a user and informaiion on ono of pur- 
chase dale/Time .-jnd issuing daie/time, trans- 
milted from said «erv€3rwh£3n said lermsnai re- 
ceives the delivery oi said contents from said 
server; and 

means for transmitting said electronic receipt 
to said server when ssaid temriinal makes a re- 
quest to sfjid server for re- delivery of said con- 
tents. 

56. Tha terminal for use in a contents deiive^ry eysiem 
according to clasm 5^, furtiierccrriprising rfieans for 
trcsnsmitting, to said server, a request signa! to 
which said electronic receipt is appe?id&d. 

57. A cor-iputer program which makes a computer, con- 
stituting a terminfjf, realise a contents doHvory 
•riOthod of delivering contertts frorn a server through 
a network to said terminal, comprising: 

a step of retaining an electronic receipt includ- 
ing its own identifier, an Identifier of said con- 
tents purchased, an identifier of one of said ter- 
minal and a user, and information on purchase 
date/time and issuing date/time, issued by said 
server, In said terminal receiving the delivery of 
said contents; and 

a step of transmitting said electronic receipt to 
said server when said terminal makes a request 
for re-delivery of said contents> 

58. A computer program which makes a compute r, con - 
stituting aserverr realize a contents dsiivsry method 
of delivering contents from said server through a 
network tc a terminal, comprising; 

a step of transmitting a contents list display 
menu from said sen/erto said terminal; 
a sales step of receiving a purchase request 
signal from said terminal and of making a reply; 
a delivery step of receiving a delivery request 
signal from said terminal and of transmitting 
contents data to said terminal; 
an accounting step of receiving an accounting 
request signal from said terminal and of con- 
ducting accounting; and 
a step of transmitting, to said terminal, an elec- 
tronic receipt including processing completion 
information by each of said steps after process- 
ing corresponding to said request signal from 
said terminal is conducted in each of said steps. 

59. A computer program which makes a computer, con- 
stituting a server; realize a contents delivery method 
of delivering contents from said server through a 
network to a terminal, comprising: 



a step of transmitting a contents list display 
menu from said server to said terminal; 
a sales step of receiving a purchase request 
signal from said terminal and of making a reply; 

5 a delivery step of receiving a delivery request 

signal from said terminal; and of transmitting 
contents data to said temnlnal; 
an accounting step of receiving an accounting 
request signal from said terminal and of con- 

io ducting accounting; and 

a step of, after processing corresponding to 
said request signal from said terminal is con- 
ducted in each of said steps, transmitting, to 
said terminal, an electronic receipt to which ap- 
pended is a unique processing step signature 
obtained by encrypting a hash value of informa- 
tion contents of said electronic receipt through 
the use of a private key unique to each of said 
steps. 

60. A corrtputer program whicn rrsaker: a corrsputer, con- 
stitLii ing a server, rea[i:<e a cc-nl enlsi delivery rriethod 
or deiivDnng contents frorr^ Jiaid server through a 
nolwork 10 a tenr-inal, corr^pnsiny: 

i>6 

a step of iran;5m:Uing, from said server to said 
terniinal, a decryption titie deed whiichs certifies 
that said terminal has a r icht of conducting de- 
cryption processing on encrypted contents; and 
30 a step of conducting accounting in said server 

after said decryption tstle deed Is transmitted to 
said terminal 

61. A contents delivery method of delivering contents 
55 from a server through a network to a terminal, when 

receiving the delivery of said contents, said terminal 
retaining at least one of electronic data which ena^ 
bles utilization of said contents in said terminal and 
electronic data which enables reception of re-deliv- 
40 ery of said co ntents from said server, issued by said 
server, and using said electronic data when making 
a request for one of the utilization of said contents 
and the re-deiivery of said contents. 

45 62. The contents delivery method according to claim 
61 , wherein said electronic dataforthe utilization of 
said contents in said temnlnal is a decryption title 
deed, while said electronic data for said terminal to 
receive the re-delivery of said contents from said 

50 server is an electronic receipt which certifies thefact 
of purchase of said contents. 
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Note that the due date for the response may be extended by one month only 
four times, or, If necessary, the due date may be extended two months or more 
at a time up to four months. However, if the applicant wishes to further extend the 
due date In excess of the allowed extension period (i.e., four months), the applicant 
should submit a request for a further extension together with a persuasive basis (see 
Note on the lest page). 



[Examination Results] 

□Claims examined: Claims 1 to 40 
□ Part in which rejection arounds are found, and i 



Number 



Rejection grounds found In 



All Clairhs" 



All Claims 



1 Provisions of 
1 the Patent Law 

1 Aft. 42 pyflli" 



l Ait 2& i 
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[Details of Grounds] 

1. This application is not patentable because all claims thereof do not comply with 
the requirements of Art. 42 (4) (il) of the Patent Law as follows: 

The application does not clearly state which constitutional element performs each 
step of claims 1-33 and 40. Also unclear is the manner in which the 
hardware/software process for each step of claims 1-33 and 40 is specifically 
implemented. 

Claims 1-33 and 40 include the wordings "an entitlement" and "a content item 
identifier." The meanings of these terms are unclear. 

Claim 10 includes the wording "the article polling the CDU." The meaning of this term 
is unclear. 

Claim 11 includes the wording "the CDU polling the article." The meaning pf this term 
is unclear. 

Claim 12 includes the wording "a disabled entitlement." The meaning of this term is 
unclear. 

Claims 13 and 14 include the wording "enabling." The meaning of this term is unclear. 

Claims 15-18 include the wordings "inactive"^ "activating" and "de-activating," The 
meanings of these tenns are unclear. 

Claim 17 includes the wording "and/or" that is unclear 

Claims 19 and 20 include the wording "disabling." The meaning of this term is 
unclear. 

Claim 22 includes the wording **an entitlement value." The meaning of this term is 
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unclear. 

Claim 23 includes the wordings "a series of content items" and "an entitlement to at 
least one member" The meanings of these terms are unclear 

Claim 26 includes the wording "only during a display time period." The meaning of 
this term is unclear 

Claims 34-37 are claiming an object. However, it is unclear whether the category of 
claims 34-37 belongs to a product invention or a method invention. 

Claims 34^37 include the wordings "an entitlement" and "an object." The meanings of 
these terms are unclear 

Clairn 37 includes the wording "an entitlement enablement." The meaning of this 
term is unclear 

Claims 38 and 39 include the wording "an entitlement." The meaning of this term is 
unclear 

Claim 40 includes the wording "de-activating." The meaning of this term is unclear 

2. The inventions as set forth in all claims are not patentable under Art. 29 (2) of the 
Patent Law because they could be easily invented from the cited inventions by a 
person skilled in the art to which the present invention pertains 

A. The present invention and the cited inventions 

The present invention relates to a content control method comprising: associating an 
entitlement with a content item identifier; embedding the entitlement in an article; 
sending the entitlement from the article to a content display unit (CDU); and 
displaying a content item associated with the content item identifier on the CDU. 
Cited Invention 1 (Korean Patent Application Laid-open No. 2002-34974, May 9, 
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2002) relates to a delivery method of delivering, througli a network, contents such as 
music, picture and game a user has made purchases of, and further relates to a 
server, terminal and computer program to be used for the delivery method. 

Cited invention 2 (U.S. Patent Application Publication No. 20020035545, March 21, 
2002) Is directed to a digital contents sales method and a system wherein point 
infomriation is sold using a vending machine and digital contents are distributed 
based on points that correspond to this point information. 

B. Purpose and effect 

The purpose and the effect of the present invention are similar to those of cited 
invention 1 in that the contents of the present Invention are sent and displayed based 
on an entitlement. 

C. Constitution 



The comparison between claim 1 of the present invention and cited inventioni is as 
follows: 



1 Constitutions 


Claim 1 


Cited invention 1 


1 Constitution 1 


associating an 
entitlement with a 
content item identifier; 
embedding the 
entrtlement in an article 


retaining an electronic receipt including 
its own identifier, an identifier of the 
contents purchased, an identifier of the 
terminal or a user possessing the 
terminal and purchasing date/time 


Constitution 2 


i sending the entitlement 
from the article to a 
content display unit 
(CDU); and displaying a 
content item associated 
with the content item 
identifier on the CDU 


displaying the electronic receipt stored at 
the terminal, sending a request for 
contents delivery to the server, verifying 
the electric receipt, and sending the 
1 content to the terminal 



Claim 1 of the present invention differs from cited invention 1 in that the entitlement 
is embedded in an article. However, cited invention 2 discloses that point information 
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Is sold from a vending machine, a user sends purchaser! point Information to a data 
center via the Internet using a portable telephone set or a personal computer, points 
corresponding to this point information are accumulated and the user can download 
digital contents In accordance with the accumulated points. The feature of the 
present invention that the entitlement Is embedded in the article could be easily 
derived from a simple modification of cited invention 2 by the skilled person. 
Therefore, claim 1 of the present invention could be easily made from a combination 
of cited inventions 1 and 2. 

Claims 2 to 5 Include the limitations that the content is displayed based on 
information comprised in the content item identifier. However, cited invention 1 
discloses that digital contents corresponding to the electric receipt are received from 
the server, based on the electronic receipt Including its own identifier, an Identifier of 
the contents purchased, an identifier of the terminal or a user possessing the 
temiihal and purchasing date/time, and the contents are displayed. Therefore, claims 
2 to 5 of the present invention could be easily made from a oombination of cited 
inventions 1 and 2. 

Claims 6 to 1 1 include the limitations that the entitlement is sent to the CDU and the 
contents are displayed. However, cited Invention 1 discloses that a delivery server 
verifies an encrypted common signature using a private key and a message 
authentication code generated on the basis of data on the electronic receipt, and if 
the validity is verified, contents are delivered based on permission flag, the number 
of times of delivery, the term of validity and others comprised in the electric receipt 
and the contents are displayed- Therefore, claims 6 to 11 of the present invention 
could be easily made from a combination of cited inventions 1 and 2, 

Claims 12 to 22 and 40 include the limitations that the entitlement is disabled or 
enabled and the inactive entitlement is activated. However, cited invention 1 
discloses that the electric receipt is verified and if the validity is verified, the content 
is sent and displayed. Therefore, claims 12 to 22 and 40 of the present invention 
could be easily made from a combination of cited inventions 1 and 2. 
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Claims 23 to 26 include the limitations that a series of content items are displayed on 
the CUD during a period. However, cited invention 1 discloses that based on Issuing 
date/time, re-delivery permission/non-permissron, a contents identifier, a contents 
name, a user identifier, a selling site identifier, selling prices, the number of times of 
delivery, the term of validity and others comprised in the electric receipt, the content 
is sent and displayed. Therefore, claims 23 to 26 of the present invention could be 
easily made from a combination of cited Inventions 1 and 2. 

Claims 27 to 29 include the limitations that the displaying of the content on the CDU 
is associated with a domain. However, cited Invention 2 discloses that a home page 
that displays digital contents is distributed. Therefore, claims 27 to 29 of the present 
invention could be easily made from a combination of cited inventions 1 and 2. 

Claims 30 to 33 include the limitations that entitlements are traded. However, cited 
invention 1 discloses that the electronic receipt is issued to the tenminal of the u^er 
who purchased the content. And cited Invention 2 discloses that point Information Is 
sold using a vending machine and digital contents are distributed based on points 
that correspond to this point infonnation. Therefore, claims 30 to 33 of the present 
invention could be easily made from a combination of cited inventions 1 and 2, 



The comparison between claim 34 of the present Invention and cited inventioni is as 
follows: 



Constitutions 


Claim 34 


Cited invention 1 


Constitution 1 

I 

1 

i 


an entitlement store 
storing an entitlement 
associated with a content 
item 


an electronic receipt Including its own i 
identifier, an identifier of the contents ; 
purchased, an identifier of the tennlnal 
or a user possessing the terminal and 
purchasing date/time, and an electronic 
receipt store storing the electronic 
receipt 


[ Constitution 2 


a communication unit 
operative to receive the 
entitlement from the 
entitlement store and 
send the entitlement to a 
display unit 


a terminal displaying the electronic 
receipt stored at the terminal, sending a 
; request for contents delivery to the 
server, verifying the electric receipt, 
and sending the content to the terminal 
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Cited invention does not explicltiy disclose the feature of the present invention that 
an entitiement is associated with a content item. However, the feature could be 
derived from the cited invention 1 by the skilled person since the cited Invention 1 
discloses an electric receipt including a content identifier and others. And cited 
invention 2 discloses that point information is sold from a vending machine, a user 
sends purchased point information to a data center via the Internet using a portable 
telephone set or a personal computer, points corresponding to this point information 
are accumulated and the user can download digital contents in accordance with the 
accumulated points. Therefore, claim 34 of the present Invention could be easily 
made from a combination of cited inventions 1 and 2. 

Claims 35 to 37 include the limitations that the entitlement is sent to the display unit 
and a receive unit is further comprised. However, cited invention 1 discloses a 
terminal displaying the electronic receipt stored at the temninal, sending a request for 
contents delivery to the server, verifying the electric receipt, and sending the content 
to the terminal. Therefore, claims 35 to 37 of the present invention could be easily 
made from a combination of cited inventions 1 and 2. 

Claim 38 relates to an apparatus for content control The category of claim 38 is 
different from that of claim 1 but the technical features of claim 38 are substantially 
the same as those of claim 1 . Therefore, claim 38 of the present invention could be 
easily made from a combination of cited inventions 1 and 2. 

Claim 39 relates to a content distribution method. The technical features of claim 39 
are substantially the same as those of claim 34. Therefore, the invention of claim 39 
could be easily invented from a combination of cited inventions 1 and 2 by the skilled 
person. 

D. Conclusion 

The inventions as set forth in all claims of the present application could be easily 
made from a combination of cited inventions 1 and 2 by the skilled person. 
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[Attachment] 

A Copy of: 

1 Korean Patent Application Laid-open No. 2002-34974 (May 9, 2002) 
2, U.S. Patent Application Publication No. 20020035545 (March 21. 2002) 



December 1,2010 

Korean Intellectual Property Office Examination Bureau 

Examiner 



NOTE ON TERM EXTENSIONS ^ ^^^^ 

When a request for further extension of due date that exceeds the allowed extension 
period (four months) is submitted together with a persuasive basis, an examiner will 
review the request and notify an applicant whether the further extension is allowed and of 
i further extension period to be allowed. 

Persuasive Basis for Further Extension 

(1) a case where an applicant appoints attorney(s) for the first time, or dismisses or : 
j changes all already appointed attorneys in one month prior to the expiry of 6-month period i 
I after the Office Action is issued; 5 
t (2) a case where a petition to change an applicant is submitted in one month prior to the \ 
\ expiry of 6-month period after the Office Action is issued; | 
I (3) a case where an applicant receives an examination result from foreign patent office in ; 

two months prior to the expiry of 6-month period after the Office Action is issued and j 

intends to reflect the result in an amendment; 

I (4) a case where a delivery of an Office Action is delayed over one month; | 
I (5) a case where a parent application or a divisional application is pending at trial or at I 
the court; 1 
I (6) a case where more time is needed for testing and measurement of test results J 
1 regarding the office action; and 

I (7) a case where it is approved that a term extension is needed, such as for unavoidable 
I reason due to ffie appllc an^^^^ :.«^<.,v.., ,,,r,rrr 
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found in the process of substantive examination of the present application and, thus, 
a Notice of Grounds for Rejection is transmitted pursuant to Article 63 of the Patent 
Law. An Argument and/or Amendment may be filed no later than the due date above. 
Note that tfie due date for the response nnay be extended by one month only 
four times, or, if necessary, the due date may be extended two months or more 
at a time up to four months. However, if the applicant wishes to further extend the 
due date in excess of the allowed extension period (i.e., four months), the applicant 
should submit a request for a further extension together with a persuasive basis (see 
Note on the last page). 



[Examination Results] 

□Claims examined: Claims 1 to 6 

□Part in which rejection jgrounds are founds and provisions relevant thereto: 



Number | R^ection grounds found in 

2 TAO Claims^^^^^^^^^ 



Provisions of 
i the Patent Law 

rt. 42^|4p 
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[Details of Grounds] 

1 . This application is not patentable because all claims thereof do not comply with 
the requirements of Art, 42 (4) (11) of the Patent Law as follows: 

The application does not clearly state which constitutional element performs each 
step of claims 1-4. Also unclear is the manner in which the hardware/software 
process for each step of claims 1-4 is specifically implemented. 

Claim 1 includes the wordings "a plurality of display point categories," "content item 
display points" and "the display point categories." The meanings of these terms are 
unclear. 

Claims 2-4 depend on claim 1. Claims 2-4 are also indefinite. 

Claim 2 Includes the wordings "a display point category'^ and "content item display 
points." The meanings of these terms are unclear 

Claim 5 is claiming "a content identification message/' [However, it is unclear whether 
the category of claim 5 belongs to a production invention or a method invention. And 
claim 5 includes the wordings "a quantity of points/ *'a content category identifier," "a 
distributing entity identifier," "a time stamp." "a basis" and "metadata" that are unclear. 

Claim 5 includes the wording "entity" and "a basis." The meanings of these terms are 
unclear 

Claim 6 includes the wording "a plurality of display point categories" and "content 
item display points." The meanings of these terms are unclear 

2. The inventions as set forth In all claims are not patentable under Art. 29 (2) of the 
Patent Law because they could be easily invented from the cited Inventions by a 
person skilled in the art to which the present invention pertains 
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A. The present invention and the cited inventions 

The present invention relates to a content item selection method comprising: 
accumulating content item display points for each of a plurality of display point 
categories; and choosing a content item for display based, at least in part, on a 
comparison between a point total for one of th® display point categories and a 
category associated with the content item. 

Cited invention 1 (U.S. Patent Application PubHcaSon No, 20020035545^ March 21, 
2002) is directed to a digital contents sales method and a system wherein point 
information is sold using a vending machine and digital contents are distributed 
based on points that correspond to this point information. 

accumulate the points generated when the user views the advertisement or 
corresponds to advertisement survey, and to use the Internet contents by the 
accumulated point or an instantly generated point. 

B. Purpose and effect 

The purpose and the effect of the present invention are similar to those of cited 
Invention 1 in that points are accumulated and a content item Is chosen by the 
accumulated points. 

Constitution 



The comparison between claim 1 of the present invention and cited inventloni is as 

follows: 



1 Constrtutions j| Claim 1 


Cited Invention 1 


1 Constitution 1 | accumulating content item display 
1 points for each of a plurality of 
1 display point categories 


the purchased points are sent 
to the data center via the i 
Internet using a mobile devici^ J 
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contents are obtained in 
accordance with the 

accumulated points 



Constitution 2 | choosing a content Item for 

display based, at least in part, on 
I a comparison between a point 

total for one of the display point 

categories and a category 
j associated with the con tent Item, 

Claim 1 of the present invention slightly differs from cited invention 1 in that content 
items are displayed based the points. However, cited invention 2 discloses a 
constitution of using internet contents through point generation and accumulation. 
The feature of the present invention that content items are displayed based the 
points could be easily derived ^om cited invention 2 by the skilled person. Therefore, 
claim 1 of the present invention could be easily made from a combination of cited 
inventions 1 and 2. 

Claims 2 to 4 Include the limitation that the points are accumulated. However, cited 
invention 1 discloses that the purchased points are sent to the data center via the 
Internet using a mobile device and contents are obtained in accordance with the 
accumulated points. Cited invention 2 discloses an Internet contents usage method 
comprising: enabling a user to accumulate the points generated when the user views 
the advertisement or corresponds to advertisement survey, and to use the Internet 
contents by the accumulated point or an Instantly generated point. Therefore, claims 
2-4 of the present invention could be easily made from a combination of cited 
Inventions 1 and 2. 



Claim 5 is directed to a content identification message comprising a quantity of 
points, a content category identifier and so on. Cite invention 1 discloses that the 
purchased points which are sold from a vending machine comprising a main control 
unit, a point information generation unit, a keyboard terminal unit, a coin processing 
unit, a bill processing unit and a point information display unit are sent to the data 
center via the Internet using a mobile device and contents are obtained in 
accordance with the accumulated points. Claim 5 of the present invention slightly 
differs from cited invention 1 in that contents are indentified. However, cited invention 
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2 discloses an Internet contents usage method comprising: enabling a user to 
accumulate the points generated when the user views the advertisement or 
corresponds to advertisement survey, and to use the Internet contents by the 
accumulated point or an instantly generated point. Therefore, claim 5 of the present 
invention could be easily made from a combination of cited inventions 1 and 2. 

Claim 6 relates to an apparatus for content item selection. The category of claim 6 is 
different from that of daim 1 but the technical features of claim 6 are substantially the 
same as those of claim 1 . Therefore, claim 6 of the present invention could be easily 
made from a combination of cited inventions 1 and 2, 

D. Conclusion 

The inventions as set forth in all claims of the present application could be easily 
made from a combination of cited inventions 1 and 2 by the skilled person. 
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period (four months) Is submitted together with a persuasive basis, an examiner will 
: rsvi^w the request and notrfy an appSicant ^sd-iether the further extension is ailowsd srtd of 
further extension period to be aliowed. 

; Persuasive Basis for Further Extension 

I {1} a case where an jappliGsnt appoint sttomey(s) for the farst time, or dssmbses or 
changes all already appointed attorneys In one montii prior to the expiry of 6 month period 

after ths Oftlce Action is issued; 

i (2) £3 ca£& vvhere a petitbn to change an applicant i$ submitted irs one month pnor to the 
expiry of B-month penod after the Office Action issued; 

(3) a case wh©re an applicant r^i^eives an examsnatson result from foreign ps^tent offsoe in 
two months prior to ths expiry of a-month p&rlod alter ths^ Office Action is issued and 
intends to reflect ihs r^^ult en amendment; 

(4) a ca^B wher@ a delsvery of an Office Action Is delayed over one month; 

(5) a case whefTs 3 pgirent application or a divlslonas application Is pendimg at trial or at 

; the court: 

i (6) a case where more time is needsd for testing and rmessurement of test results 

^ regarding the offfc© ssction; snd 

1(7) a case where it Is approved that 3 terrrs extension is needed, such as for unavoidable 
reason duss to t hg gj>p1iognt. 
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to enable a user to at^cumulate the points oenerated when 
the user views the advertisement or coresponds to[ 

advertisement survey, and use the Internet contents by the! 
accumulated point or the Instantly generated point so that it 
can enhance an advertisement effect. CONSTITUTION: The 
method comprises steps of an advertisement server system 
accessing a customer system{220), the advertisement 
server system transmlUing a web page with point generation 
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the server system receiving the point usage method, 
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the contents usage amount(254,266). 
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Applicant 

Attorneys 

Application No. 
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NDS LIMITED 
One London Road, Staines 
Middlesex TW1 8 4EX 
United Kingdom 

B. S. Song and one (1) other 

Landmark Tower 6th Floor, §37-36 Yeoksam-dong, 

Kangnam-gu, Seoul, Korea 

Korean Patent Application No. 10-2005-7002875 

System for Multimedia Viewing Based on Entitlements 



The applicant is hereby notified that this application is finally rejected under Art. 62 
of the Patent Law since the Argument and Amendment dated September 1 , 2010 
has not overcome the Grounds for Rejection dated June 1 , 2010. 



[Result] 

□Reexamined Claims: 1. 2, 3. 4, 5. 6. 7, 8, 9, 10, 11, 12, 13, 51. 52, 53. 64, 55. 56. 

57. 58. 59. 60, 61, 67, 70, 71 and 72 
□Part in which rejection grounds have not been overcome, and provisions relevant 
thereto; 



Number 


Rejection grounds still found in 


Provisions of the Patent Law 


r nr-^ 


AH claims j 





[Details of Final Rejection Grounds] 

The inventions as set forth in all of claims aire not patentable under Art. 29(2) of the 
Patent Law because they could easily be made by a person skilled in the art before 
the filing date of this application as follows: 



A. History of Examination 
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The Office Action that all claims could be made from cited inventions 1 and 2 was 
issued. An Amendment was filed. 

B. Contents of Amendment 

Claims 1, 3-7, 9-13, 52, 54. 57, 67 and 70-72 were amended and claims 14-50, 62- 
66, 68. 69, 73 and 74 were cancelled. The amendments were carried out within the 
scope of the matters disclosed in the specification or drawings originally attached 
to this application. 

C. Examination as to whether the rejection grounds are overcome 

Amended claim 1 includes the wordings "an advertisement identification message 

(AIM), passively distributed by "selecting ...... independent of a user action 

or input, based, at least in part» on at least one stored AIM" and "the at least 

one content item being associated with the category of the at least one stored 
AIM." However, cited invention 1 describes that points are sold from a vending 
machine. Therefore, a passively distributed AIM of claim 1 could be easily made 
from a simple modification of cited invention 1 by the skilled person. And cited 
Invention 1 discloses that points are accumulated in a point DB and can be used to 

purchase and download contents. Therefore, the claim elements "selecting 

independent of a user action or input based, at least in part, on at least one 

stored AIM" and "the at least one content item being associated with the category 
of the at least one stored AIM'' could be easily made from the disclosure of cited 
invention 1 by the skilled person. Accordingly, amended claim 1 could be easily 
made from a combination of cited inventions 1 and 2 by the skilled person in the art. 

Claims 2-13 depend on claim 1. Any substantial amendments were not made to 
claims 2-13. Therefore, claims 2-13 could ba easily made from a combination of 
cited inventions 1 and 2 by the skilled person in the art. 
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No amendments were made to claim 51. Therefore, claim 51 could be easily made 
from a combination of cited inventions 1 and 2 by the skilled person in the art. 

Amended claim 52 includes the wording "at least one AIM passively distributed by 
" However, cited invention 1 describes that points are sold from a vending 
machine. Therefore, a passively distributed AIM of claim 52 could be easily made 
from a simple modification of cited invention 1 by the skilled person. Accordingly 
amended claim 52 could be easily made from a combination of cited Inventions 1 
and 2 by the skilled person in the art- 
Claim 53 depends on claim 52. Any substantial amendments were not made to 
claim 53. Therefore, claim 53 could be easily made from a combination of cited 
Inventions 1 and 2 by the skilled person In the art. 

Amended claim 54 includes the wording "a content item selector for selecting, 

independent of a user action or Input based, at least in part, on at least one 

AIM stored in the AIM storage unit, the at least one content item being associated 
with the category of the at least one stored AIM." However, cited invention 1 
discloses that points are accumulated in a point DB and can be used to purchase 
and download contents. Therefore, the claim element "a content item selector for 

selecting, independent of a user action or input ,. based, at least in part, on at 

least one AIM stored in the AIM storage unit, the at least one content item being 
associated with the category of the at least one stored AIM" could be easily made 
from the disclosure of cited invention 1 by the skilled person. Accordingly, amended 
claim 54 could be easily made from a combination of cited inventions 1 and 2 by 
the skilled person in the art. 

Claims 55-61 depend on claim 54. Any substantial amendments were not made to 
claims 56-61. Therefore, claims 55-61 could be easily made from a combination of 
cited inventions 1 and 2 by the skilled person in the art. 

Amended claim 67 includes the wordings "an AIM passively distributed by. " and 

- 3 - 



07/01 2011 16:48 FAX 02 556 5377 



y.S. CHANG 



liiooe 



"the content item selector being operative to select, independent of a user action or 
input, at least one content item being associated with the category of the at least 

one stored AIM based, at least In part, on at least one stored AIM." However, 

cited invention 1 discloses that points are sold from a vending machine. Therefore, 
a passively distributed AIM of claim 67 could be easily made from a simple 
modification of cited invention 1 by the sl^illed person. And cited invention 1 
discloses that points are accumulated in a point DB and can be used to purchase 
and download contents. Therefore, the claim element ^'the content item selector 
being operative to select, independent of a user action or input, at least one 

content item being associated with the category of the at least one stored AIIVI 

based, at least In part, on at least one stored AIM" could be easily made from the 
disclosure of cited invention 1 by the skilled person. Accordingly, amended claim 67 
could be easily made from a combination of cited inventions 1 and 2 by the skilled 
person in the art. 

Any substantial amendments were not made to claims 70 and 71. Therefore, 
claims 70 and 71 could be easily made from a combination of cited inventions 1 
and 2 by the skilled person in the art. 

Claim 72 relates to a content display method. The category of claim 72 Is different 
from that of claim 54 but the technical features of claim 72 are substantially the 
same as those of claim 54. Therefore, claim 72 could be easily made from a 
combination of cited inventions 1 and 2 by the skilled person in the art, 

D. Examination of Argument 

The Applicant argued that an AIM is passively distributed by an AIM distribution 
terminal, a content item is selected, Independent of a user action or Input, based 
on at least one stored AIM, and the content item is associated with the category of 
the at least one stored AIM, However, cited invention 1 describes that points are 
sold from a vending machine, and thus a passively distributed AIM of the present 



-4- 



07/01 2011 16:48 FAX 02 556 5377 



Y.S.GHANG 



11007 



invention could be easily made from a simple modification of cited invention 1 by 
the skilled person. And cited invention 1 discloses that points are accumulated in a 
point PB and can fae used to purchase and download contents. Therefore, the 
claim elements "a content item is selected, independent of a user action or input, 
based on at least one stored AIM. and the content item is associated with the 
category of the at least one stored AIM'' could be easily made from the disclosure 
of cited invention 1 by the skilled person. Accordingly, the argument of the applicant 
could not be accepted. 

E. Conclusions 

The Grounds for Rejection have not been overcome, and thus the present 
application is finally rejected under Art. 62 of the Patent Law. 



January 3, 2011 

Korean Intellectual Property Office Examination Bureau 

Examiner 



{[Note] 

I The applicant who objects to the decision may request a trial before intellectual Property 
I Tribunal of the KlPO within 30 days following the date on which this Notice is received, 
\ and also, the applicant may amend the specification including the claims, within 30 days 
Hollowing the date on which a request for trial is filed. In this case, please be informed that 
: the applicant can amend the specification within the scope of the provisions of Art. 47(2) 
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Application/Control Number: 12/468,972 Page 2 

Art Unit: 3688 

DETAILED ACTION 

1 . This Office Action is responsive to the Amendment and Response 
(herein/'Resp.") filed 10/01/10. Claims 85-91, 98-100 were pending. Claims 89 - 91 and claim 
99 have been cancelled. Claims 101-102 are added. Thus claims 85-88, 98, 100-102 are 
pending. Claims 85 (method), 98 (apparatus), lOO(apparatus) are independent. 



aaim Rejectioiis - 35 USC § 101 

2. The previous rejection of claims 85-88 under 35 U.S.C. 101 is withdrawn 
following amendments which overcame the rejection. 

3, The previous rejection of Claims 89-91 and 99 (now cancelled) is now moot. 



Qaim Rejections - 35 USC § 112 

4. The following is a quotation of the second paragraph of 35 U.S.C. 1 12: 

The specification shall conclude with one or more claims particularly pointing out and 
distinctly claiming the subject matter which the applicant regards as his invention. 



5. The previous rejection of claims 90, 91 and 99 (now cancelled) under this 
section is now moot. 

6, The previous rejection of claims 87-88 under this section is withdrawn 
following their amendment which overcame the rejection. 



7. Claims 87-88, 101-102 are rejected under 35 U.S.C. 112, second paragraph, 
as being indefinite for failing to particularly point out and distinctly claim the subject 
matter which applicant regards as the invention. 



Claims 87-88: "the choosing" lacks antecedent basis. Appropriate correction is required. 

Claim 102: "display points are accumulated based on activities of a user" is not clear. 
The accumulation is done by the CDU. The CDU would not know about the activities of a user. 
Appropriate correction is required. 
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Claim 101: 

recites " The method of claim 85, wherein the advertisement selector makes the selection 
based upon preselected criteria stored in the CDU. " 

The scope of "preselected criteria stored in the CPU ." is not clear. Several selection 
criteria, are mentioned in Figure 10, and at para, [0223] -[0228]. However, the only clear support 
that can be found for a selection criterion that is stored on the CPU is that based on the 
metadata defining the ad category Id. This is based on the Specification (of Parent Application 
10/522,069 ,Publication version US 2005/0234768) at paragraph [0228] ; (other support being 
paragraph [0140]: the CDU choosing content based on metadata; Figure 6, item 660: showing a 
store of advertisements where the ads contain metadata; Fig 13, ads with metadata). 

The other selection criteria, though mentioned in Figure 10, and at para. [0224] -[0227] 
are not clearly disclosed as bein^ stored on the CPU. Though the CDU is disclosed as 
choosing and using flie selection criteria of Figure 10 J_t is not d isclosed that those c riteria are 
stored in the CDU. 



In other words, if Applicants intend to claim all the criteria described in Figure 10 as 
MmJlored^a^tiie that would be new matter. Recall that the standard for possession 

under 35 U.S.C. 1 12, first paragraph is inherency and not obviousness. See e.g. MPEP 2163 I B. 
2nd paragraph. Here the criteria may be sent to the CDU and not stored thereon. Further, where 
there is no support, there is claim indefmiteness. Here there is indefiniteness because the 
selection criteria are described in Figure 10 and [0223j-[0228] as being many different types yet, 
arguably, only one criterion, selection based on metadata of the stored ads ID 's, can be said to be 
stored on the CDU. Thus at least "criteria (plural) stored in the CDU ." is unclear. 

Appropriate correction is required. This rejection can be overcome by striking out 
"stored in the CDU". 



Claim Rejections - 35 USC § 103 

8. The following is a quotation of 35 U.S.C. 103(a) which forms the basis for all 
obviousness rejections set forth in this Office action: 

(a) A patent may not be obtained though the invention is not identically disclosed or 
described as set forth in section 102 of this tide, if the differences between the subject matter 
sought to be patented and the prior art are such that the subject matter as a whole would have 
been obvious at the time die invention was made to a person having ordinary skill in the art to 
which said subject matter pertains. Patentability shall not be negatived by the manner in which 
the invention was made. 
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9, Claims 85-86, 87-88, 98, and 10f)^102 are rejected under 35 U,S.C, 103(a) as 
being unpatentable over Ota et ai., US 2002/003SS45. in view of Antoiiucci US 
2003/0236704, and the admitted art. 

Claims 85-86, 98,100: 

The present invention is drawn to a content item selection method and apparatuses for: 
accumulating content item display points for each of a plurality of display point categories; and 
choosing a content item for display based, at least in part, on a comparison between a point total 
for one of the display point categories and a category associated with the content item. 

Ota discloses selling points (i.e. AIMs) to wireless mobile devices; sending points to a 
central server to accumulate per user accounts; users can log on the internet to download digital 
content when redeeming points with central server; (abstract); transfer of points via secure links; 
points encryption and decryption [0021], [0051]; [0082]; claim 12; description key, [0049]. 

Thus Ota discloses: 

An content item selection method comprising: receiving point ( i.e. an advertisement 
identification message (AIM)) at a first mobile device; selecting at least one content item from 
among a pltirality of content items based, at least in pait, on at least one stored AIM, the stored 
AIM being stored in the network server; and displaying the selected content item. 

Ota does not disclose sending the AIM from the first mobile device to a content display 
unit (CDU) and storing the AIM in the CDU. 

HQwever^ Antonucci discloses multiple merchant stored value user device or card 
where the points can be stored locally on a user device (which can be a smart card, a PDA, 
to a laptop or other portable processor of information) ([0020], lines 10-19; note that 
Antonucci refers at these citations to the "incentive engine 102" which is described further in 
Figures 1 and 2 and their associated text. Note that Figure 2 describes the incentive engine 102 as 
containing memory including enrollment and authentication module, processor, conversion 
rules, the consumer points , item 272, and categories of points, items 274, 276). The object is to 
make remote access not necessary ([0020], lines 19-20) to replace the mcentive engine being 
alternatively located centrally ([0020], lines 8-10). 

Antonucci also discloses alternatively any c ombination of remote accessibility or 
local access is contemplated ([0020], lines 24-25),). Any combination of databases is 
contemplated at single or multiple locations ([0032]). In addition to other teachings of Ota 
and the admitted art as discussed further below, these teachings would make locating some 
of the incentive engine 102 functions (e.g. points conversion rules, processor for comparison 
of points categories and point totals to allow selection of redeemable benefits ) at a CDU 
(e.g. a home set top box) obvious. 



Application/Control Number: 12/468,972 
Art Unit: 3688 



Page 5 



Also at [0032], all communications means are contemplated including secured wireless 
means; all electronic points of interaction are contemplated such as PDA's cell phones, kiosks 
([0032 1) encryption and decryption of data is contemplated ([0032]); transfer of consumer 
codes or access authorization codes is via all electronic points of interaction contemplated such 
as PDA's cell phones, kiosks ([0020], [0027], [0032]). User device can download from and 
transmit its data to any other device [0057] including audio rf, optical based devices etc. .. ; user 
device can generated points [0039]. In addition to other teachings of Ota and the admitted art as 
discussed further below, these teachings would make transfer of the claimed AIM (points) from 
Antonucci's consumer portable device to the claimed CDU obvious. 

Further, Antonucci's consumer devices to interact with the loyalty system, including 
redeeming the (loyalty) points include all devices such as kiosks (which read on the claimed 
CDU) , PDA's , cell phones, and the like ([0038]) . In addition to other teachings of Ota and the 
admitted art as discussed further below, these teachings would make redeeming of the claimed 
AIM (points) from Antonucci's at the CDU obvious. 



Antonucci also discloses consumer and family accounts [0057]; in Antonucci, each 
merchant type of points reads on a category of points as claimed in the instant application. 
(Antonucci teaches rewards points eamed by categories of product bought [0022]; merchant 
specific loyalty points [0023]. Points totals and per merchant are accumulated in consumer 
accounts. This implies sorting points per category. Points are redeemable per participating 
merchant ([0023]). Points may include product categories [0025]). 

iLworM have been obyi haying ordinar i^ skill in t he jart at the time of the 

jnyentionL^herein a "Pg![QSIIA:!j to replace Ota's accessing the central server to redeem the 
points with accessing the points from a local storage, to make remote access not necessary (per 
Antonucci's teaching, [0020]). In that case, the points obviously would have to be stored 
locally at a local device, as taught by Antonucci ([0020]; [0032]). Thus it would further have 
been obvious to modify Ota and make the Ota user transfer the points to a local device for 
storage rather than storing them at the server. Note that in fact, as discussed above, 
Antonucci also discloses either storing at the server or locally in any combination of processor 
and databases, including a kiosk (reading on the claimed Cdu) and a handheld device. 

Further it is admitted ubiquitous computing (i.e. everyday appliances endowed with 
computing power to deal with information-based tasks) is well-known (Specifications herein 
"Sp.,", [0005]). ' ' 

The following technologies for data transfer are also admitted as well-known: 
Bluetooth, wifi (Sp.,[0006]); detection of devices, such as polling, by wireless protocols (Sp,, 
[0183]); wireless protocol dictates how proximate the devices can be (Sp., [02141)- dieital id's 
(Sp., [0004]). ^ 
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(Also admitted as known are ad payloads being video audio interactive other data etc.. 
(Sp.,[0254])). 

Since Ota teaches redeeming the points for digital content, since Antonueci discloses any 
user device can communicate loyalty points to any other ([0057]), and since ubiquitous 
computing is admittedly well-known, it would have been obvious to a PHOSITA to use one 
of the everyday appliances e.g. a home television, to display the redeemed digital content 
for the user's convenience and add such modification to Ota and Antonueci. 

For example watching content on a television would be nicer than on a personal 
computer as taught by Ota (abstract) (or a cell phone which could be one of the (loyalty) points 
redeeming devices, per Antonueci at [0038]). Such home television set, or alternatively or in 
addition, a set top box, or a PVR , for example, is a display device which can display 
selective content based on the AIM and which would store the AIM thereon to avoid 
accessing the server for redemption as taught by Antonueci ([0020], luies 19-20). 

Further, since Antonueci teaches many types; of points redeemable for different 
benefits, it would have been obvious, in the system of Ota and Antonueci and the admitted art 
,to have different content for different types of points. Matching or comparing the content 
category to be selected with the AIM points categories ("comparison" in 2""^ step of claim 85) 
would have been obvious, in the system of Ota and Antonueci and the admitted art, in view of 
the teachings of Antonueci, to allow displaying content relevant to the AIM's categories. 



Thus as to claims 85-86, 98, 100, Ota in view of Antonueci and the admitted art, as 
discussed above, disclose: 

Apparatus and means for carrying out: 

A content item selection method (as recited by Claim 85 in its present amended 
form) comprising: 

accumulating content item display points for each of a plurality of display point 
categories, (Ota in combination with Antonueci) the content item display 
accumula tolma^ con tent displgvintjana^ (Ota in combination with Antonucciln view 

of admitted art as discussed above, the CDU being a part of a device such as a set top box or 
television as discussed above)^ 

and 

selecting a content item for display based, at least in part, on a comparison between a point 
total for one of the display point categories and a category associated with the content item, 
Ifafe^sekctin ^ bein^ by an advertisementsMector com^ the CPU (contrary 

to argument this limitation is broad enough that the selection can be performed by a selector in 
the cdu, which selector is under control of a user. Note that the instant specification does 
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disclose automatically selecting or the CDU displaying without user intervention. Ota teaches a 
user controlling the selection of contents, the selector (e.g. a set of instructions in hardware or 
software or any combination in-between) inherently being at the network server in order to carry 
out the selection commands of the Ota user; in the combination of references as discussed, a 
skilled artisan would have known to place such selector at the CDU, In view of the level of skill 
shown in Ota, Antonucci and the admitted art, this modification would have been entirely 
feasible); 

and 

disi>Iayin^ the selected content item on a CD^^^ in combination with 

Antonucci in view of admitted art as discussed above). 



Ota in view of Antonucci and the admitted art, as discussed above^ further disclose 
apparatus and means for carrying out: 

The content item selection method further comprising (as recited by amended Claim 

86): 

receiving at an advertisement identification message (AIM) receiver at least one 

AIM ( combination as discussed above. Aim received at OTA's mobile device, transferred to 
and received by a CDU, e.g. an STB, at an inherent receiver, by admitted ubiquitous computing 
and admittedly known transfer technologies) comprising content item display points 
associated with a display point category (per Antonucci's teaching as discussed above); and 

storing in an AIM storage unit the content item display points comprised in the AIM 
in accordance with the display point category (combination as discussed above, in view of 
Antonucci's teaching of storing per point category, e.g. (Figure item and associated text); 2 item 
270, 274-276, a Phosita would have known to structure the storage at the CDU likewise). 



Claims 87-88: 



Antonucci discloses redemption of points is possible only upon authentication of the 
consumer as the owner of the points. See. e.g. [0066]. The consumer has to enroll (register) 
beforehand in order to get the consumer ID, thus allowing processing of the redemption function. 
See e.g. [0057]; [0065]. Fig 3 item 310. 

If the consumer ID is not recognized (not registered), the system rejects it ([0066], line 
10). In the system of Ota, Antonucci and admitted art, this rejection of the unregistered ID reads 
on the claimed step of the CDU ignoring the AIM of an unregistered user of claim 88. (Recall 
that the CDU is where all the databases and functionalities for the redemption function are 
located in the combination as discussed above). A PHOSITA would have been motivated to add 
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this registration requirement to the system of Ota, Antonucci and admitted art, to allow 
redemption of benefits as taught by Antonucci, 

This rejection of the unregistered ID also reads on the claimed step of the CDU treating 
the AIMS of an unregistered user differently than that of a registered user of claim 87. Recall 
again that by the admittedly-known ubiquitous computing and adniittedly-known polling, the 
CDU would have be able to receive AIM's of all approaching portable devices, thus by ignoring 
the AIMs of the unregistered user, the CDU in effect distinguishes between the AIM's . 



New claims: 
Claim 101: 

recites " The method of claim 85, wherein the advertisGumnt selector makes the selection 
based upon preselected criteria stored in the CDU. " 

Interpretation: 

"preselected criteria stored in the CDU," is interpreted as encompassing only 
"based on metadata defining ad category ID*'. 

This is because as stated above when discussing the second paragraph of 35 U.S,C. 1 12, 
the only clear support that can be found for a selection criterion that is stored on the 
CPU is that based on the metadata defining the ad category Id. This is based on the Specification 
(of Parent Application 10/522,069 ,Publication version US 2005/0234768) at paragraph [0228] ; 
(other support are paragraph [0140]: the CDU choosing content based on metadata; Figure 6, 
item 660: showing a store of advertisements where the ads contain metadata; Fig 13, ads with 
metadata). 

The other selection criteria, though mentioned in Figure 10, and at para. [0223]- [0227] 
are not clearly disclosed as being stored on the CDU. Though the CDU is disclosed as 
choosing and using the selection criteria of Figure 10, it is not disclosed that those criteria are 
stored in the CDU. 

Antonucci teaches categorization of points redeemable for different benefits. See e.g. 
(Figure 2 and associated text). In the combined system of Ota, Antonucci and the admitted art, 
thus it would have been obvious to a PHOSITA, to select the content based on identifiers (id) of 
the associated benefits (content items id) matching the points id, as taught by Antonucci. 

Claim 102* The method of claim 85, wherein the content item display points are 
accumulated based on activities of a user and the content item is one of a plurality of content 
items chosen by an advertiser or advertisers. 
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As stated above, "display points are accumulated based on activities of a user" is not 
clear. The aecumulation is done by the CDU. The CDU would not know about the activities of a 
user. 

Thus "based on activities of a user'* is interpreted accumulation as per categories of 

points. 

Further " chosen by an advertiser or advertisers" is not given patentable weight because 
the CDU does not know what type of content it is, nor who chose it, and the steps of the method 
are not affected by the nature of the content. 

As discussed earlier, Antonucci teaches categorization of points and matching to give 
associated benefits among a plurality of benefits. (Figure 2 and associated text). Ota teaches 
redemption of the benefit is for content. Thus the combination of Ota and Antonucci, as applied 
teaches the content item display points are accumulated per categories of points and the content 
item is one of a plurality of content items. 



Response to Ai^uments 



10. Applicant's arguments have been fiiUy considered but they are not persuasive. 
Appellant argues (p. 1 1-12) the wrong claim is examined. 

37 CFR 1 . 104 and MPEP 706 control the manner of rejection of claims, but do not 
impose on Examiners a duty during examination to cite limitations verbatim. Even though the 
claim language cited may be somewhat different, the essence of all the limitations of previous 
claims 85-86 had been addressed. This can be seen from the claims as compared in Applicant's 
table at p. 11. The differences are inconsequential: the preamble does not usually carry 
patentable weight, thus the differences thereof shown are inconsequential; AIM is defined in 
claim 86 as comprising (item) display points thus for the last Office Action ("OA") to recite AIM 
interchangeably with display points at times, is totally fme; further, for the OA to add (storing) 
"at the display unit" to the claims discussed just shows foresight from the Examiner since 
Applicant has now amended claims 85 and 86 to clarify that accumulating and storing are at the 
CDU; adding " at a first mobile device" is the Examiner's prerogative in interpreting claim 
language when the claim language was broad enough to justify that interpretation. 

The restriction issue raised has nothing to do here and Applicant does not appear to 
formally request withdrawal of the restriction. Further the following statement was made by the 
Examiner in support of the restriction: 
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''Group IIFs special technical feature (see independent claim 85) is accumulating content item 
display points and choosing a content item for display based, at least in part, on a comparison 
between a point total for one of the display point categories and a category associated with the 
content item,^which is not required by Invention I, which is directed to receiving advertisement 
identification message (AIM) to mobile device, therefi-om to a content display unit (CDU), 
where it is stored, then selecting a content item based on the stored AIM. " 

The bold emphasis is to show that the present application (Group III represented by 
instant claim 85) differs from claim 1 of Group I in that claim 1 was not directed to points and 
point total and point categories. And not as argued with Applicants' table at p. 11, based on 
the above inconsequential semantic differences. 

Thus, there is no confusion, as argued, as to the correct claims examined in this 
application. See last Office Action ("OA") p. 6 second to last paragraph, citing the original 
claim 85. As to discussing 85 and 86 together, there is no prohibition in the MPEP to lump 
claims when discussing them. It should be clear, if the prior art discloses the narrower dependent 
claim, it also discloses the base claim that has broader limitations. 

As to failing to make a prima facie case, the Examiner notes the rejection under 35 
U,S.C. 103(a) also uses admitted art (see last OA at p, 8, 2"^^ full paragraph, lines 2-3: "since 
ubiquitous computing is admittedly well-known"). 

Last OA, at p. 8, 2"^^ full paragraph, stated: 

"Since Ota teaches redeeming the points for digital content, since Antonucci discloses 
any user device can communicate loyalty points to any other ([0057]) and since ubiquitous 
computing is admittedly well-known, it would have been obvious to a PHOSITA to use one of 
the everyday appliances e.g. a home television to display the redeemed digital content for the 
user's convenience and add such modification to Ota and Antonucci. For example watching 
content on a television would be nicer than on a cell phone which could be one of the loyalty 
points redeeming devices, . . Such home television set, or alternatively or in addition, a set 
top box, or a PVR , for example, is a display device which can display selective content 
based on the AIM and which would store the AIM thereon to avoid accessing the server for 
redemption, as taught by Antonucci. 

Since Antonucci teaches many types of points redeemable of different benefits, it 

would have been obvious in the system of Ota and Antonucci to have different content for 
different types of points. Matching or comparing the content category to be selected with the 
AIM points categories (l"""* step of claim 85) would have been obvious in the system of Ota in 
view of the teachings of Antonucci to allow displaying content relevant to the AIM's categories. 

i 

Thus as to claims 85-86, 98,100, Ota in view of Antonucci and the admitted art as 
discussed above, disclose: 
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Note also the statement of rejection: 

"9b. Claims 85-86, 98, andlOO are rejected under 35 U.S.C. 103(a) as being 
unpatentable over Ota et aL, US 2002/0035545, in view of Antonucci US 2003/0236704, and 
the admitted art " (italics and underline emphasis added) 

Applicant seemed to have overlooked the use of the admitted art since Applicant 
did not discuss these admitted facts. Had Applicant read the discussion with some care (the 
rejection discussion spanned from page 6 to page 8 of the last OA with a few more explanations 
on subsequent page 9, 1^^ paragraph), it would have been apparent how the points from the 
mobile device can arrive at the CDU. The CDU is "e.g. a home television" (last OA, 2''** full 
paragraph 4) or " a set top box, or a PVR" which "is a display device which can display 
selective content based on the AIM and which would store the AIM thereon to avoid 
accessing the server for redemption as taught by Antonucci'' . (last OA, 2'''* full paragraph 
4, excerpted above) 

Again, ubiquitous computing as well-known is admitted. See US 2Q09Q234743 , 
publication version of the instant application: 
[00053 Ubiquitous computing is well known in the art. Ubiquitous computing 
is a movement to turn away from direct interaction with computers in day-to-day 
life, and instead to interact with everyday appliances and devices. Everyday 
appliances and devices retain their narrow range of fonction, but have now been 
endowed with computing power to deal with information based tasks. See for 
example: Frank Stajano, Security for UhiauitDus Computing, John Wley & Sons? 
2002,especiaUypp. 88-105. 

[0205] In the basic registration process, a mobile device 500 is registered 
in one and only one CDU 600 at a time. Before the mobile device 500 can be 
registered elsewhere, the mobile device preferably revokes initial 
registration-for instance, registration might use Frank Stajano' s Resurrecting 
Duckling scheme as described in Security for Ubiquitous Computing, referred to 
above, on pages 88- 105. Under this approach, all AIMs may only be loaded into 
the particular CDU 600 where the mobile device 500 is registered Alternatively, 
in the basic registration method, loading the AIMs only when they are to be 
used by the display device can support transitory use. 

Ubiquitous Computing means computers everywhere, devices or appliances operating in 
the background, communicating wirelessly over short ranges, each having a transceiver in them 
so that they will be able to talk to each other and they will be able to be peripherals of each 
other and exchange messages (note other admitted art, cited on last OA p. 8 first full paragraph, 
showing that all these short range technologies are known). Thus, it would have been obvious 
the points stored on the portable device of Ota- Antonucci can readily be transferred, by the 
admittedly known ubiquitous computing scheme, to a home display device such as a television, 
one of the admittedly known "everyday appliances and devices 

That's what the rejection was about, and there was no confusion in interpretation between 
Specification Figure 6 (about the CDU) or Fig 5 ( about the mobile device) as argued at 
Response p. 14, 1'- paragraph. The rejection did take into account that the transferring of points 
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was made to the CDU; thus the storing of points was interpreted as being done at the CDU, a 
television set or the like, for later display. See last OA p. 8, 2^*^ paragraph. Contrary to 
argument, (Resp., p. 15-17) the Examiner did not contend Ota's or Antonucci's user 
device is a CDU. 

Even though receiving was earlier interpreted as at the mobile device (in order to transfer 
to the CDU) , receiving points inherently occurs at the CDU as well in order to store therein. 

Further looking at the last set of claims, it was not clear at all that the receiving (of claim 
86) was at the CDU. It is not the Examiner's responsibility to divine which specification Figure 
Applicant had in mind, when drafting the claims. It is Applicant's responsibility to make the 
claim definite. Only with the currently amended clainis 85 and 86, does it become clear the 
CDU is the device receiving, accumulating, storing the points and selecting. 

In a nutshell Ota teaches redeemable points transferred to a user device and transferred 
and stored at a server for redemption. Antonucci also teaches points transferred to user device, 
but stored on user device, redeemable loeaUy (user not having to access a remote server to 
redeem) and the points can be transferred to any device (see [0057]). Admittedly known 
ubiquitous computing teaches ready transferring from a mobile device to a home device such as 
a television set, i.e. a CDU. The combination thus teaches redemption of points at the CDU by 
display of content. 

Contrary to argument, the points whether sold in Ota, or earned by purchases in 
Antonucci is not the issue in the obviousness analysis. The teachings relied upon are, the 
knowledge in the prior art, of points being transferred from devices to other mobUe or fixed 
devices (Antonucci); of categorization of points for different benefits (Antonucci); of 
redemption of points for content (Ota); redemption locally at a user device e.g. a television, set 
top box being obvious (combination of Ota, Antonucci and admitted art). Whether points are 
sold (Ota) or earned (Antonucci ) are just business decisions and in no way detracts from the 
technical feasibility of combining the transfer, the storage, redemption and categorization 
teachings, in the two references and the admitted art, as used by the Examiner. Thus there is no 
incompatibility or teaching away in combining Ota to Antonucci, as argued: because the 
business decisions of selling or giving the points free were not the teachings used in the present 
obviousness analysis, thus the differences in this respect in Ota and Antonucci are irrelevant. 



Conclusion 

1 1 . Applicant's amendment necessitated the new ground(s) of rejection presented in 
this Office action. Accordingly, THIS ACTION IS MADE FINAL. See MPEP § 706.07(a). 
Applicant is reminded of the extension of time policy as set forth in 37 CFR 1. 136(a). 
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A shortened statutory period for reply to this final action is set to expire THREE 
MONTHS from the mailing date of this action. In the event a first reply is filed within TWO 
MONTHS of the mailing date of this final action and the advisory action is not mailed until after 
the end of the THREE-MONTH shortened statutory period, then the shortened statutory period 
will expire on the date the advisory action is mailed, and any extension fee pursuant to 37 
CFR 1.136(a) will be calculated from the mailing date of the advisory action. In no event, 
however, will the statutory period for reply expire later than SIX MONTHS from the date of this 
final action. 

12. The prior art made of record and not relied upon is considered pertinent to 
applicant's disclosure. 

Apfelbaum US 7805613 B2 discloses PVR with different access rights for different users. 

Higashi US 20020107806 Al discloses user buying content usage rights as tickets, stored 
content, tickets, rules in viewing device. Figs 1, 2 , [0040]. Figs 8-9. 

Siann et al. US 20030120541 Al discloses a media player with local storage of multiple 
content, ads, and access control data and rules transmitted wirelessly or by other transmission 
means (Fig 4-6; 0041-0042); the media player electronically determining when advertising is to 
be played. 

Slemmer US 6889207 B2 discloses: Content control in a device environment; counts 
of media rights decremented upon use thereof (Figs 11, 12) > 

*Pradham 2002/0160758 discloses ads from cell phone of advertiser to cell phone of 
consumer, categories of ads, access to further ad info by consumer. 

*Korean Patent Application Laid-open No. 2001-99449 (November 9, 2001) to Gil Ju 
Park, which discloses advertisement output terminal in an elevator comprising a chip for an LAN 
such as Bluetooth that receives a target's portable phone information when the portable phone is 
sensed; and a LCD that displays all kinds of advertisements. 



*WO 2002/046994 Al (EMOTION INTELLIGENCE SOLUTIONS) 13 June 2002 
discloses mobile devices capable of wireless communication and data synchronization with a set 
top box (STB): p. 2 lines 19-p 4 1.13; p. 8 L 16+ ; p.8 1.25+; p. 9 1. 2 +; page 3 lines 26-28 : 
advertisement is sent from one portable device to another. 

*Black US 20020138433 discloses Ad terminal/kiosk sending ads to registered wireless 
devices. 



Lopez US 20040143500 discloses negotiable 
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economic credits (electronic coupon, cash, awards or other electronic negotiables) automatically 
redeemed at the point of sale (POS), in response to transferring the negotiable economic credits 
and/or associated data from the hand held device to the point of sale, 

Gil US 20040078427 Al teaches auto launching of browser on metadata of messages 
containing URL's, different levels of Wap to access internet locations to get content. See Fig 
7a. Cellphone has to ID itself before further communication is possible. 

Meier US 7373508 discloses wireless security system and method. 

Jones: US 6879600 teaches system for inter system wireless communica tion session 
arbitration 

* From Ids's, 



1 1 . Any inquiry concerning this communication or earlier communications from the 
examiner should be directed to Khanh H. Le whose telephone number is 571-272-6721. The 
Examiner works a part-time schedule and can normally be reached on Monday- Wednesday 9:00 - 
6:00. If attempts to reach the Examiner by telephone are unsuccessful, the Examiner's 
supervisor, John Weiss can be reached on 571-272-6812. The fax phone numbers for the 
organization where this application or proceeding is assigned are 571-273-8300 for regular 
communications and for After Final communications. Any inquiry of a general nature or relating 
to the status of this application or proceeding should be directed to the receptionist whose 
telephone number is 571-272-3600. For patent related correspondence, hand carry deliveries 
must be made to the Customer Service Window (now located at the Randolph Building, 401 
Dulany Street, Alexandria, VA 22314). Information regarding the status of an application may 
be obtained from the Patent Application Information Retrieval (PAIR) system. Status 
information for published applications may be obtained from either Private PAIR or Public 
PAIR. Status information for unpublished applications is available through Private PAIR only. 
For more information about the PAIR system, see http://pair-dii'ect.uspto.gov. Should you have 
questions on access to the Private PAIR system, contact the Electronic Business Center (EEC) at 
866-217-9197 (toll-free). If you would like assistance from a USPTO Customer Service 
Representative or access to the automated information system, call 800-786-9199 (IN USA OR 
CANADA) or 57 1-272- 1000. 



/Khanh H. Le/ 

Primary Examiner, Art Unit 3688 
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(57) ABSTRACT 

A m^bik' station provides arbitration and haad-clf between 
two or more diiferently formatted computer and/or telecom- 
munication networks. To facilitate the mobile station arbir 
tratioa and hand-of?; the mobile station operates at a given 
location in which it can coaamunicale according to a lirst 
protocol via a fiist-access system and at which it caa 
commujiicate according to -a second protocol via a second- 
access system. At the given IcK^aticn, the rriobile station 
strbittsJiles between cfjmn-iunicating real-time media accord- 
ing to the first protoct^l via the fir.si-acces:-> system and 
comini^nicating real-time media acoording to the second 
protocol over Use first pa->tocol via the second-access system. 

To carry out the arbitration, mobile station may be provi- 
sioned with one or more arbitration policies. Based on these 
arbitration policies, the mobile station commits resources to 
carry on a communication session via a selected access 
system. When the arbitration policies comprise a preferred- 
network attribute, such as a preferred-network threshold, the 
mobile station arbitration may be performed by a compari- 
son function. This comparison function may include ascer- 
taining a preferred-network metric and communicating 
voice content according to the first protocol via the first- 
access system when the preferred-network metric surpasses 
the preferred-network threshold or communicating voice 
content according to the second protocol over the first 
protocol via the second-access system when the preferred- 
network metric does not surpass the preferred-network 
threshold. 
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